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The diagnostics of the first wall of future fusion reactors provides a major source of information about the state of
the machine and the expected lifetime of the first wall components. As the absorption of neutrons can cause
induced radioactivity of the first wall tiles and produce significant structural changes to material, it is of the
essence to monitor the amount of absorbed neutrons. One possibility to monitor them is via nuclear trans-
mutation reaction where tungsten absorbs neutron and creates rhenium core. Therefore by assessing the amount
of rhenium present in the material, information about neutron irradiation conditions can be deduced. Hence in
this work, in order to assess the concentration of rhenium, Laser Induced Breakdown Spectroscopy (LIBS)
combined with Fast Pulse Discharge (FPD) was used. The main achievement of this work is the amplification of
line intensity and signal to noise ratio compared to the classical LIBS setup at reduced pressure which enables
detection of Re in samples with less than 0.1% at of Re. With synergistic use of LIBS and FPD, ie. Laser Induced
Fast Pulse Discharge (LIFPD), significantly enhanced Limit Of Detection (LOD) is obtained compared to the
previously reported results. This result is of particular importance since only small amounts of rhenium are
expected to be found in the first wall tiles, therefore making this approach suitable for this type of diagnostics.

1. Introduction

The advancement of nuclear fusion technology presents the prospect
of a sustainable energy source, but it also imposes significant challenges
regarding materials science and engineering. The first wall of fusion
reactors, which directly absorbs neutron radiation arising from fusion
reactions, plays a critical role in ensuring the reactor’s structural
integrity and operational efficiency. Tungsten is a leading candidate for
future fusion reactors due to its high melting temperature (3422 °C), low
sputter yield and high thermal conductivity (~170 W/m/K at room
temperature), and low tritium retention [1,2].

Research on tungsten materials, particularly in the context of nuclear
fusion, has surged, largely driven by the ITER project, leading to an
increase in publications about tungsten’s interactions with irradiation
and plasma. Extensive studies have been conducted on neutron
irradiation-induced defect formation and recovery in tungsten, offering
well-characterized data crucial for understanding its properties [3].

While tungsten shows considerable potential as an armor and blan-
ket material, it is predicted to undergo substantial transmutation under
fusion neutron irradiation [4-6]. According to [7], W in the first wall
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substantially transmutes to Re followed by Os for the water cooled
blanket. Noda et al. show a small reduction in W content is seen in the W
armor as neutron fluence increases, while concentrations of Re, Ta and
Os rise with fluence. In the transmutation processes induced by neutron
irradiation, approximately 4% of W transmutes to Re for the W armor of
all blankets, irrelevant of the blanket composition, after 10 MWy/ m?
irradiation. At contrast, there is significant transmutation of W at the
first wall position. Rhenium concentration surpasses that of tungsten at
approximately 30 MWy/m?, as illustrated in [7].

This transformation not only alters the material properties but also
impacts the reactor’s performance and safety. Precise measurement of
Re concentrations is essential to understand the extent of transmutation,
which influences the alloying behavior of tungsten and its capacity to
maintain structural integrity under extreme conditions. Furthermore,
the induced radioactivity associated with rhenium isotopes, particularly
18%Re, necessitates accurate quantification to assess potential safety
concerns related to long-term radioactivity in reactor components.
Consequently, comprehensive knowledge of Re concentrations in tung-
sten facilitates enhanced material optimization and ensures the reli-
ability of fusion reactors in both operational and safety contexts [7].
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In addition to rhenium being a product of tungsten transmutation
after heavy neutron irradiation, the tungsten-rhenium (W-Re) alloy is
very important. Adding rhenium can improve some of the drawbacks of
pure tungsten, such as its low ductility at room temperature and low
recrystallization temperature, leading to better overall performance as
structural material in fusion reactors [8]. With idea of W-Re alloy being
PFM, experiments on deuterium permeation and retention were con-
ducted in Bo-Yu Wu et al. [9] using tungsten-rhenium samples with 3%
and 25% rhenium to analyze how rhenium affects hydrogen isotope
transport in tungsten. The results indicate that adding rhenium increases
the D diffusion coefficient but decreases D permeability, with the
diffusion coefficients for both W-3 % Re and W-25 % Re being similar,
while permeability declines as Re content increases. Therefore, the
detection of Re in W is important as W-Re alloy might be used as plasma
facing material whose properties are largely influenced by the per-
centage of Re present in the material. This, on the other hand, can be
closely correlated with the neutron irradiation conditions, see e.g. [10]
where calculated Re contents for different neutron fluences assigned to
different DPA (displacement per atom) levels are given in tabular form.
Graph of predicted Re concentration under fusion DPA conditions based
on the fission reactor irradiation data on pure W and W-Re alloys can be
found in [11].

Detecting small percentages of rhenium in tungsten is critical for
several reasons relevant to fusion reactor materials. The addition of just
5% rhenium can reduce thermal conductivity and diffusivity to half that
of pure tungsten [8,12]. Furthermore, a drift in the temperature reading
of a W-Re thermocouple will occur due to precipitation and composi-
tional changes during irradiation [13]. Therefore, it is important to
study the effects of compositional changes due to transmutation on the
physical properties of W upon neutron irradiation, which is usually done
through complex calculations and numerical simulations [14,15], while
experimentally the information about the degree of transmutation could
be assessed through accurate and sensitive determination of Re per-
centage in material. In [10] measurement on solid transmutations with
glow discharge optical emission spectroscopy system equipped with
dual interferometry system showed an excellent agreement with the
results of numerical calculations. On the other hand, the authors state
that the GD-OES data collection lasted at least 5 minutes, and they could
not be performed in situ, or real time.

Laser Induced Breakdown Spectroscopy (LIBS) technique can pro-
vide a fast and reliable estimation of element content in the first wall of
fusion reactor. It was already applied in a range of different studies
related to the estimation of retained fuel in the first wall and for depth
profile analysis of plasma facing components (PFCs) materials or thin
film coatings relevant for PFC materials. Maddaluno and collaborators
used single pulse LIBS (SP - LIBS) [16], while Colao et al [17] used
double pulse LIBS (DP - LIBS) together with Calibration Free LIBS (CF —
LIBS) procedure for quantitative assessment of retained fuel. Paris et al
[18] studied the fuel retention in different W coatings using SP — LIBS
and Nuclear Reaction Analysis (NRA). Bhat et al [19] studied depth
profiles of Be coated samples with different percentages of deuterium
and seeding gases using SP — LIBS in combination with CF — LIBS to
evaluate the impact on fuel retention. Depth profiling using LIBS was
also exploited by Feng et al [20], where they estimated lithium pene-
tration depth in EryOs coatings and its depth concentration by CF — LIBS.
The corrosion resistance of Er,O3 coating was determined by Li et al
[21] using standard LIBS calibration curve technique. Wu et al [22]
applied picosecond SP — LIBS in vacuum environment to study the depth
distribution of boron in tungsten. Also, Hu et al [23] performed the
quantitative analysis with CF — LIBS of deposited impurities on PFCs
using a custom developed hand-held portable LIBS device. Van der
Meiden et al. [24] demonstrated LIBS as a reliable method for in-situ
monitoring of tritium retention and impurity deposition on tungsten
plasma-facing components in fusion devices, providing quantitative
depth-resolved analysis with high sensitivity. In particular, picosecond
LIBS (ps-LIBS) has shown significant advantages for highly
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depth-resolved characterization of tungsten PFCs, achieving minimal
thermal effects and an ablation rate below 40 nm per pulse, making it
well-suited for diagnostic applications [25].

The lowest detection limit regarding Re detection by LIBS, that the
authors are aware of, is reported by Ibano et al [26], who used a CF-LIBS
to assess the concentration of Re in W-Re alloy. The authors state that
relatively weak signal of Re I at 488.9 nm is observed at the right
shoulder of a W-I line at 488.7 nm. In theirs experiment a line of Ar II is
also present at 488.9 nm and according to the authors its influence on
the line of Re cannot be ignored in cases of Re concentrations lower than
0.5 at.%. The authors confirm that the CF-LIBS results align closely with
the nominal manufacturer concentration down to 0.5 at.%. However,
after 12 years of full DT operation, the tungsten wall in ITER is expected
to produce only about 0.18 at.% of Re [27]. Therefore, developing a
more sensitive method based on the LIBS in the non-argon atmosphere is
essential.

In this work, we investigate the potential enhancement of LIBS
sensitivity through its integration with Fast Pulse Discharge (FPD) in a
helium atmosphere, termed Laser Induced Fast Pulse Discharge (LIFPD).
This approach is anticipated to significantly amplify the resultant
spectral signals [28], thereby improving the limit of detection (LOD) for
rhenium in predominantly tungsten targets, which is important for
assessing absorbed neutron doses and consequent structural changes
both in the pure and Re-alloyed tungsten.

In the following Section 2, we discuss the experimental setup of the
LIFPD method. Main results of this work are presented and discussed in
Section 3 which is organised as follows: Section 3.1 gives thorough
description of the optimisation procedure to achieve highest analytical
signal, while the achieved signal amplification with the proposed LIFPD
setup is discussed in the Section 3.2. Procedure for detection limit
determination of trace Re in W is presented in Section 3.3. Finally, our
findings are summarized in Section 4 Conclusion. .

2. Experimental setup

The experimental setup of proposed LIFPD method is shown in the
Fig. 1.

Laser beam (Nd:YAG Quantel 450, A = 532 nm, pulse duration 6 ns, E
= 50 mJ, 1 Hz) was focused via lens (f = 12.5 cm) onto the target that
was placed inside the vacuum chamber. Target was rotated to expose the
fresh surface on the target for each measurement. After the laser shot,
laser induced plasma enters central part of the cross shaped vacuum
vessel, where two electrodes were placed and connected to the capacitor
battery (C = 330 nF). The experiment was optimized in a way that the
laser produced plasma triggers the fast pulsed discharge, meaning that
the HV level was careffully adjusted to be close to the breakdown
voltage in order that the plasma can ignite the discharge. Targets
investigated were 95 % W with 5% of Re, 90 % W with 10% of Re and 75
% W with 25% of Re. Thickness of the targets was measured to be 0.6
mm. Light emitted from LIBS plasma, as well as from the fast pulsed
discharge, was collected with the collimator and guided through the
fiber cable onto the entrance slit of the SOLinstruments MS7504i spec-
trometer equipped with Andor iStar ICCD camera (model DH734 - 18F —
63, 1024 x1024 pixels, 18 mm sensor size). Camera was triggered and
gated with the external digital delay generator (DDG) unit (Stanford
Research SRS535), which on the other hand was triggered with signal
from photodiode that monitors the LIBS plasma. HV was measured with
high voltage probe that was attached to the Tektronix TDS2024C digital
storage oscilloscope. Current intensity in pulsed arc was measured with
Rogowski coil mounted around the current supply cable. The experi-
ment was performed under controlled atmosphere of He gas, with the
pressure adjusted in the range from 3 mbar up to 25 mbar. Each spec-
trum is obtained as accumulation over 10 laser pulses.
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Fig. 1. Experimental setup with interaction chamber for proposed integrated LIFPD. High voltage electrodes are positioned orthogonally to the laser beam prop-
agation direction and charged to the level that fast discharge is formed after laser pulse interaction with the sample.

3. Results and discussion
3.1. Optimization of the experiment

Experimental parameters that were optimized are working pressure
inside the discharge tube, discharge voltage, the delay time and gate
width of spectra recording with respect to the laser pulse. The optimi-
sation is performed on the target sample consisting of 5 % of Re and 95
% of W.

The influence of ambient gas on the measurements was also carefully
evaluated. While argon is noted for its effective performance as an
infusing gas in LIBS [26,29], in the case of Rhenium detection it also
imposes certain problems due to the spectral lines of Ar overlap the Re
lines of interest. Our findings suggest that clear differentiation of the Re I
line from tungsten can be obtained in He atmosphere under the opti-
mized conditions within our LIFPD setup, thus avoiding any potential
spectral overlaps, which led to the choice of helium as a background gas
instead of argon.

For pressures of Helium gas lower than 10 mbar, the temporal
reproducibility of the discharge current with respect to the laser pulse
was worse than 5 ps, meaning that the appearence of LIFPD plasma was
not temporaly reproducible, implying that the experiment must be done
at greater pressures. For pressures above 10 mbar, temporal reproduc-
ibility was 2 ps which is acceptable for the application of interest in this
paper. In other words, plasma generated by the additional discharge
appears with a delay relative to the laser impulse, with a reproducibility
of approximately 2 ps.

The pressure dependence of line intensities belonging to target ma-
terial is shown in Fig. 2, in the pressure range of 11 mbar to 25 mbar. As
can be seen, higher pressure values were preferred to ensure the increase
in the intensity of the spectral lines, as well as for temporal reproduc-
ibility of the LIFPD. However, pressures exceeding 24 mbar were
excluded due to instability in the discharge, which did not occur
consistently following each laser pulse, possibly due to the irregular
supply of target material particles which propagate at slower speed at
increased pressure and experience higher number of collisions moving
them out of the LIFPD interaction zone. Consequently, all subsequent
measurements were conducted in an atmosphere of 24 mbar of helium,
which ensures highest signal enhancement with stable and reproducible
LIFPD event.

It is noteworthy that the fast pulse discharge plasma emerges after
the LIBS plasma, allowing to assess separately the effects of this

H —— 11 mbar
—— 16 mbar

20 mbar
Wi ——24 mbar

100000 —

75000

50000

Relative intensity

25000

Wavelength (nm)

Fig. 2. Pressure optimisation for LIFPD plasma.

additional discharge. This sequence of events was assured with the
proper combination of discharge voltage and gas pressure. It is
concluded that the voltage of 420 V in combination with the pressure of
24 mbar leads to appearance of LIFPD plasma 7 s after the ending of
LIBS plasma. Spectra recorded from LIBS plasma for different delay time
and gate width are represented in Fig. 3. From Fig. 3 it can be concluded
that the LIBS plasma does not persist longer than 20 ps.

In the present study, the main task was to achieve a stable and
reproducible FPD event triggered by the LIBS plasma. All working pa-
rameters, including laser energy, spot size, pressure etc were adjusted in
that respect. The critical parameter to achieve this reproducibility was
laser fluence achieved on the target in combination with suitable
working pressure. Namely, laser fluence needed to be sufficiently high to
ablate enough sample material to induce LIFPD event and create strong
spectral emission of the elements of interest, but on the other hand
sufficiently low to avoid explosive boiling of tungsten. Considering
previous works regarding tungsten irradiation with Nd:YAG lasers [30,
311, to achieve this with the fixed laser energy of 50 mJ used here, the
optimal spot size was determined to be 1 mm. The ablation rate was not
studied since the target was constantly rotated, potentially creating
overlapping spots which may hamper accurate profilometry
measurements.
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Fig. 3. Typical LIBS spectra obtained from different stages of plasma temporal
evolution. Respective delays and gate widths are shown in the figure.

For the LIFPD plasma signal recordings, two options were consid-
ered: the first one was to trigger the camera at the maximum of the
current signal, and the second is to trigger the camera 2 ps before the
current signal. As the illustration of triggering scheme, oscilloscope
signals are shown in Fig. 4.

The signal enhancement for lines of Re in the case of triggering on the
current maximum is almost negligible. When the camera is triggered 2
microseconds before the current signal (Fig 4), the amplification of the
signal in the resultant spectra (Fig 5) is almost 5 times for the tungsten
line and almost 10 times for the Re I 488.91 nm line compared to the
LIBS signal Based on these significant analytical signal enhancements,
this gating scheme was adopted as optimal and used in all subsequent
measurements. Two current maximums are appearing (see Fig 4)
because the pulsed plasma source is not critically damped, i.e. plasma
impendance and external circuit impendance are not matched.

After the selection of the pressure, voltage, and the delay time, the
gate width was adjusted accordingly. The gate width for the recording of
FPD was set to compensate the temporal irregularity of FPD plasma
appearance by + 2us. The gate width was therefore chosen as the
duration of LIFPD current signal plus additional 4 ps. For that reason the
gate width was set to be 23 ps. Temporal evolution of LIBS and LIFPD
plasma is presented in Fig. 5.

To summarize the optimization process, it was determined that the
optimal gas for the experiment is helium, with a pressure of 24 mbar.
Optimal voltage is 420 V. At this pressure and voltage, the ideal

Fig. 4. Triggering and gating of the iCCD camera.
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Fig. 5. Temporal evolution of LIBS and LIFPD.

triggering scheme involves initiating camera recording 2 ps prior to the
current signal. The gate width is configured to match the duration of the
current pulse, with an additional 4 microseconds added to accommodate
the temporal irregularities associated with the discharge plasma’s
appearance, leading to gate width of 23 ps.

Electron temperature in LIFPD was estimated from the ratio of in-
tensities of W1484.381 nm and W I 488.689 nm lines, using the formula:

L @Ay B
L A

Measured relative intensity ratio corresponds to the excitation tem-
perature of 12 000 K. Having this estimation in mind, we determined of
electron density. For this purpose, the hydrogen Hp line was used. As a
first step, the FWHM was measured to be 0.133 nm. Instrumental width
was measured to be 0.025 nm and from Doppler broadening was
determined from the formula:

/T
AL =716 x 1077 -29-1/—,
7.16 x 10 0 M

to be 0.036 nm. The deconvolution formula [32,33] was used to deter-
mine the Stark component from the total FWHM:
1/1.4
wy = (w,ln‘“ - wll,'y‘,‘)
When calculated, Stark width is estimated to be 0.11 nm. Finally,
using the formula [32,34]:

logN, = 22.578 + 1.478 x logw; — 0.144 x (logw;)* — 0.1265 x logT,

The electron density was estimated to be 3.2x10'* ecm ™2, Since the
electron density is estimated to be 3.2x10'* cm™, Stark broadening of
the spectral lines is negligible. Furthermore, as this work was performed
at low pressures, van der Waals broadening is also negligible.

3.2. Comparison of analytical capabilities of LIBS vs LIFPD

The main objective of this work was to obtain signal amplification
with application of LIFPD compared to conventional LIBS. This pre-
dicted line intensity amplification is reasonable assumption since LIFPD
is much stronger spectral light source than LIBS plasma.

The achieved results regarding signal amplification are shown in the
Fig. 6. Optimal camera delay to capture the LIFPD signal with the best
intensity is 23 ps after LIBS plasma, where the highest SNR was ach-
ieved. This SNR is three times higher than the one obtained with the
pure LIBS, while the line intensity itself is almost 5 times increased. This
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Fig. 6. SBR (Signal to Background Ratio) and SNR (Signal to Noise Ratio) for
LIBS and LIFPD plasma as a function of camera delay. The trigger of the camera
set 2 ps before the current pulse is regarded as O ps.

result bears significat importance for the analysis of the first wall of
fusion reactors in terms of absorbed neutrons, since predicted concen-
trations of material of interest, i.e. Re, are expected to be quite low.

The possibility of target ablation via the discharge and its subsequent
influence on the intensity of rhenium lines in the spectrum was also
examined, as illustrated in the Fig. 7. The discharge was operated in
pulsed mode, employing a sequence of 10 accumulated pulses, with the
voltage set at 600 V to facilitate a pulsed discharge without the
requirement for laser initiation. In the absence of the initial LIBS plasma,
no spectral lines from the target material were detected in the pure FPD
spectrum; the dominant feature observed was the Hg line. However,
upon activation of the laser, well-resolved lines corresponding to the
target material emerged, exhibiting significantly stronger intensities
compared to the pure LIBS signal. This indicates that the primary source
of material in the discharge is laser ablation, with contributions from
sputtering and ablation due to FPD being negligible in this context. In
the absence of the initial LIBS plasma, no spectral lines from the target
material were detected in the pure FPD spectrum; instead, the dominant
feature was the Hp line. This Hy line appears as an impurity since
hydrogen is absent from both the working gas and the target material. Its
presence is attributed to traces of water vapor on the walls of the
discharge tube. Notably, the LIBS plasma, due to its significantly smaller
size, does not induce moisture evaporation from the tube walls between
the electrodes, thereby there are no hydrogen lines in the spectra.

8 H, ——LIBS
] — LIFPD
74 —FPD
6_
Wi
54
=
G
247 WI
w
=
23
=
24
Rel
14 wi [{wi
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T ¥ T T T L T L) T L2 T y T

482 483 484 485 486 487 488 489 490
Wavelength (nm)

Fig. 7. LIBS, LIFPD and FPD spectra compared.
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3.3. Detection threshold of trace Re in W

In this section, we present the calculation of the detection limit
(LOD) as the smallest quantity of analyte that can be confidently iden-
tified in a sample, along with the quantification limit (LOQ), defined as
the smallest quantity that can be reliably quantified, both with the
proposed LIFPD approach and standard LIBS setup. The calculations
were performed using the formulas: LOD =3 x 6 /Sand LOQ =10 x 6 /
S, where S represents the slope of the calibration curve and ¢ denotes the
standard deviation of the spectral recordings.

The spectra were recorded using the LIFPD setup described in the
experimental section, with an optimized set of parameters: pulse energy
of 50 mJ, a spot diameter of 1 mm, 10 accumulations per recording, and
a gain of 100. The delay time was set to 23 ps, accompanied by a gate
time width of 23 ps.

Integral intensities of the Re I lines were determined by approxi-
mating them with Lorentzian functions, which is appropriate given the
negligible contribution of Doppler broadening at temperatures around
10,000. Specifically, the Doppler broadening was calculated to be 1.54
pm for Re I at 488.91 nm and 1.5 pm for W I at 488.69 nm. The Lor-
entzian profile effectively captures the predominant collisional and
natural broadening in this temperature range. The selected line is well-
suited for the range of Re concentrations considered in this study.

To evaluate the minimum measurable concentration of rhenium (Re)
in relation to experimental error, we employed the Re I line at 488.9 nm
recorded from three samples with known concentrations, Fig. 8.

The intensity of this spectral line was plotted against the known
concentration of Re to generate a calibration curve, as depicted in Fig. 9.
The standard deviation was determined as the average of eight mea-
surements from a target mixture composed of 95% tungsten (W) and 5%
rhenium (Re), yielding a value of 308.34.

A linear relationship was established between the intensities of the
Re I line at 488.91 nm and the Re concentration, as illustrated in Fig. 9.
This finding indicates that the intensity ratio can serve as a reliable in-
dicator of Re concentration in the analyzed samples. The calibration
curve’s prediction error, calculated as the Root Mean Square Error
(RMSE), was found to be 11,354, with a normalized RMSE value of
5.68%. These results demonstrate the robustness of the calibration curve
and its potential for accurately quantifying Re concentrations in various
applications.

The calculated values for LOD and LOQ were found to be 0.068%
(680 ppm or 0.067% at.) and 0.23% (or 2300 ppm or 0.227% at.),
respectively. These results represent a significant improvement over
previous reports, which indicated a detection limit of approximately 0.5
at.% [26]. This enhancement in sensitivity is crucial for applications
requiring precise quantification of trace amounts of rhenium, potentially

25% Re, 75% W
10% Re, 90% W
5% Re, 95% W

400000

W 1488.69 nm

Re 1488.91 nm

200000 —

Intensity (a.u.)

W 1488.84 nm
W 1489.03 nm

T v T b T T T
488.6 488.8 489.0 489.2

Wavelength (nm)

Fig. 8. W1 and Re lines recorded from LIFPD from three samples with known
concentrations.
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Fig. 9. Calibration curve for determination of LOD for Rhenium in LIFPD.

expanding its applicability in various fields such as materials science and
analytical chemistry.

The spectra were also recorded using the standard LIBS setup, with
an optimized set of parameters: pulse energy of 50 mJ, a spot diameter of
1 mm, 10 accumulations per recording, and a gain of 150. The delay
time was set to 1 ps, accompanied by a gate time width of 15 ps.

This is done in order to compare the two methods. For LIBS analysis
the standard deviation was calculated to be 260, and the Slope of cali-
bration curve was 0.3701, leading to the value of LOD of 2106 ppm or
0.21%, which is again fairly good result. However, it must be noted that
the quality of the fiting is not nearly as god as is in the case of the results
obtained with the LIFPD setup. The possible reason is that for the
standard LIBS setup, spectra obtained with only 10 accumulations are
usually not god enough in terms of reproducibility due to the changes in
the amount of ablated material per shot, plasma target shielding for
subsequent pulses, more pronounced background in the spectra etc. In
addition, the calibration curve in the Fig. 10 is not passing through the
coordinate origin as it should, so this additionaly speaks in the favour of
better reproducibilty and higher accuracy of concentration determina-
tion wiht the LIFPD approach.

4, Conclusion

This investigation successfully demonstrates the feasibility of utiliz-
ing Laser Induced Breakdown Spectroscopy (LIBS) in conjunction with
Fast Pulse Discharge (FPD) to detect low concentrations of rhenium in
tungsten samples. Our findings reveal that the proposed method
significantly amplifies the spectral signal, achieving a threefold increase
in the signal-to-noise ratio and nearly five times greater intensity
compared to the conventional LIBS techniques. This amplification is
particularly crucial given the anticipated low levels of rhenium resulting
from neutron transmutation reactions within the first wall of fusion
reactors.

Our experimental approach involved analysis of various tungsten-
rhenium alloy specimens, leading to a threshold detection limit of
0.067 at. %. This marks a substantial improvement over previous
studies, which reported a detection limit of approximately 0.5 at.% [26].

Our findings indicate that the optimized conditions within our FPD-
enhanced LIBS setup enable clear differentiation of the Re I line from
tungsten in Helium, thus circumventing potential spectral overlaps
caused by the ambient gas.

The LIFPD approach outlined in this research holds promise for
enhanced diagnostics of fusion reactor components, allowing for precise
monitoring of absorbed neutron levels through the quantification of
rhenium. It provides a valuable tool for assessing the integrity and
longevity of structural materials in fusion reactors under operational
conditions. Future studies should aim to further refine this methodology
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Fig. 10. Calibration curve for determination of LOD for Rhenium in LIBS.

and explore its application in real-time monitoring environments,
thereby contributing to the development of safer and more efficient
fusion energy systems. This approach is suitable for post-mortem anal-
ysis (between experimental campaigns); however, the authors are
currently working on a measuring device that will enable the application
of this method for real-time in situ measurements (withouth demounting
the components in tokamak).

Additionally, the results of this paper have shown that a standard
LIBS setup based on Nd:YAG laser can be successfully applied to quan-
titative analysis of W/Re composition materials relevant to fusion
technology.

Further investigations will focus on optimizing the measurement
conditions and exploring the applicability of this method to other ana-
lytes, thereby broadening the scope of this analytical technique.
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Abstract

Low-pressure laser-induced breakdown spectroscopy (LP-LIBS) offers improved spectral resol-
ution relative to atmospheric pressure operation due to reduced line broadening and may also
improve the signal-to-noise ratio (SNR). However, implementing LP-LIBS for in-situ material
characterization presents significant technical challenges, particularly in maintaining stable LP
conditions during measurements. The aim of this work is to, for the first time, present design,
construction, and validation of a modular LIBS measuring head (MH) specifically engineered for
in situ operation at reduced pressures (1-200 mbar) with adaptable sealing configurations. The
system features three distinct vacuum sealing approaches, interchangeable adapters for various
surface geometries, and the capability for integration with advanced plasma excitation techniques
including high-voltage discharge enhancement. Experimental validation using multiple elast-
omer materials demonstrates effective sealing across diverse surface conditions, achieving pressures
below 1 mbar on smooth surfaces and maintaining stable conditions at 10-20 mbar up to atmo-
spheric pressure during spectroscopic measurements. Spectroscopic characterization confirms the
absence of atmospheric contamination and demonstrates analytical performance comparable to
conventional vacuum chamber LIBS setups. The modular design enables customization for specific
analytical requirements, including spatial confinement, magnetic field application, and discharge-
enhanced excitation schemes. Spectroscopic testing also revailed that the achieved SNR in the MH
with CCD camera is around 3000, while realized discharge-enhanced excitation scheme caused
eightfold increase in Cu I line intensities. This versatile MH addresses critical technical barriers in
LP-LIBS implementation and extends the technique’s applicability to challenging in-situ analysis
scenarios across materials science, industrial diagnostics, and specialized applications requiring
controlled LP environments including diagnostics of plasma facing components of fusion related
reactors.

1. Introduction

Laser-induced breakdown spectroscopy (LIBS) has emerged as a powerful analytical technique for rapid,
multi-element material characterization with minimal sample preparation requirements [1-6]. The tech-
nique relies on focusing a high-energy laser pulse onto a material surface, creating localized plasma
through laser ablation. Spectroscopic analysis of the plasma emission enables qualitative and quantitat-
ive determination of elemental composition with high sensitivity and spatial resolution. The application
scope of LIBS is vast and diverse, encompassing the analysis of soils [7], organic samples [8—10], explos-
ives detection [11], olive oil classification [12] and many other fields.

© 2026 IOP Publishing Ltd. All rights, including for text and data mining, Al training, and similar technologies, are reserved.



Achieving optimal analytical performance in LIBS requires careful control and optimization of
the camera recording time as well as the laser parameters (wavelength, energy, and spot size) [13—

15]. Besides this, a critical parameter influencing LIBS analytical performance is the ambient gas
environment, particularly the pressure at which measurements are conducted. While atmospheric pres-
sure LIBS offers operational simplicity, numerous studies have demonstrated that LP operation (typically
1-100 mbar) provides substantial advantages [16—22]: (1) enhanced signal intensity: reduced gas pressure
decreases collisional quenching of excited states, prolonging plasma emission lifetime and substantially
increasing spectral line intensities [16, 17]; (2) improved signal-to-noise ratio (SNR): lower background
continuum emission at reduced pressures significantly improves detection limits, particularly for trace
element analysis [18, 19]; (3) superior spectral resolution: decreased pressure broadening of spectral lines
enables better resolution of closely-spaced transitions, critical for isotopic analysis and complex spec-

tral regions [20, 21]; (4) reduced matrix effects: lower pressure conditions can minimize self-absorption
effects and improve calibration linearity across wider concentration ranges [22].

Despite these well-documented advantages, practical implementation of LP-LIBS faces signific-
ant technical challenges. Conventional approaches typically require placing samples inside vacuum
chambers, which severely limits in-situ and field applications. This constraint has restricted LP-LIBS
primarily to laboratory settings where samples can be transported and analyzed under controlled
conditions [19, 23].

Several research groups have attempted to address this limitation through innovative instrumental
designs. Portable LIBS systems operating at atmospheric pressure have been extensively developed [24],
offering field deployment capabilities but sacrificing the analytical advantages of LP operation. Gas-
purging methods, where controlled gas atmospheres are delivered to the measurement point through
nozzles or flow cells, represent an intermediate approach [25, 26]. However, these configurations cannot
achieve the optimal pressure ranges (10—20 mbar for many applications) where LP-LIBS demonstrates
maximum analytical performance.

This work addresses these limitations by presenting a comprehensive solution for versatile LP-LIBS
implementation: a modular measuring head (MH) designed specifically for operation at controlled low
pressures (1-200 mbar) with adaptable configurations for various analytical requirements and surface
geometries. The system features three distinct vacuum-sealing configurations optimized for different
surface conditions and pressure requirements and a modular adapter architecture that enables meas-
urements on diverse surface geometries and sample types. In addition, the MH is compatible with
both manual operation using telescopic arms and robotic manipulation systems, and includes provi-
sions to prevent sample contamination and memory effects through the use of replaceable protective
components.

The development approach prioritized practical functionality and experimental validation. Extensive
leak rate testing was conducted across various elastomer materials and surface conditions to character-
ize sealing performance. Spectroscopic validation confirmed the absence of atmospheric contamination
under operating conditions and demonstrated analytical capabilities comparable to conventional vacuum
chamber LIBS setups.

The modular LP-LIBS instrumentation presented in this work also establishes a framework that can
be adapted to specialized techniques for LIBS signal amplification and consequent increase in its ana-
lytical performance. The MH architecture readily accommodates modifications for spatially-confined
plasma generation [27], magnetic field application for emission enhancement [28], and integration
with complementary excitation schemes such as laser-induced fast pulse discharge (LIFPD) [21, 29] or
microwave-induced plasma coupling [30].

The remainder of this paper is organized as follows: section 2 describes the complete LIBS sys-
tem architecture, with detailed focus on the MH design, sealing mechanisms, and system components.
Section 3 presents experimental validation results, including leak rate characterization, spectroscopic
verification of LP operation, and demonstration of discharge-enhanced LIBS within the MH. Section 4
discusses the implications of this work for LP-LIBS applications and outlines potential extensions of
the technology. Section 5 provides concluding remarks on the significance and future directions of this
development.

2. LIBS system design

The complete LP-LIBS system comprises three main components: (1) the MH, which creates and main-
tains the LP environment at the measurement location; (2) the main unit (MU), containing lasers, spec-
trometers, gas handling equipment, and control electronics; and (3) the remote control system (RC),
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Figure 1. Measuring head cross section schematics a) without and b) with additional electrodes. Components: (1) main chamber,
(2) upper body with windows and connections, (3) adapter to the component being analyzed, (4) metallic foil or isolating ring,
(5) isolator, (6) electrode connections used for discharge enhanced LP operation testing, (A) space for complex shape elastomer,
(B) space for O-ring, (G) groove between main chamber and adapter, while (PA) and (PB) are ports that can be used for gas inlet
or vacuuming interchangebly. Vacuuming path is showed with blue arrow and gas flow is shown in red arrow.

enabling operation and monitoring. This modular architecture separates the compact, adaptable MH
from the larger equipment components, facilitating flexible deployment strategies.

2.1. MH construction

The MH represents the core innovation of this work, designed specifically to create and maintain stable
LP conditions during LIBS measurements without requiring sample placement in a vacuum chamber.
The complete assembly consists of three primary components: the main chamber (1), the upper body
with optical and connection ports (2) and the surface adapter (3), as illustrated in figure 1(a).

2.1.1. Main chamber design

The main chamber establishes the controlled LP volume for plasma generation and spectroscopic obser-
vation. In the functional prototype presented here, the internal measurement volume has dimensions
of ¢5 cm x 4.5 cm, with an outer diameter of 10 cm. This relatively compact design enables opera-
tion in confined spaces while providing sufficient volume for plasma evolution without significant wall
interactions.

The chamber incorporates several critical design features: (1) protective components: a 5 mm annu-
lar rim at the upper adapter interface accommodates easily replaceable metallic foil, glass, or ceramic
rings (component 4 in figure 1(a)). These protective elements serve dual purposes: (a) preventing plasma
propagation to sealing components at the chamber bottom, and (b) minimizing deposition of ablated
material on chamber walls that could cause memory effects and compromise measurement accuracy; (2)
vacuum/gas ports: two strategically positioned ports (PA and PB) enable vacuum pumping, controlled
gas supply, and pressure monitoring. The specific roles of these ports depend on the selected sealing
configuration (detailed in section 2.1.3); (3) sealing grooves: a 30 mm deep, 5 mm wide primary groove
(G) between the main chamber and adapter, along with two smaller grooves (A and B) at the cham-
ber bottom, accommodate various elastomer configurations for different sealing strategies and surface
conditions.

The modular design philosophy extends to dimensional scalability. For applications requiring ana-
lysis of larger or smaller components, the adapter (component 3 in figure 1(a)) can be redesigned while
maintaining compatibility with the main chamber. This approach enables a single main chamber/upper
body assembly to serve diverse analytical requirements through adapter exchange.

2.1.2. Upper body and optical configuration
The upper body (component 2 in figure 1(a)) is based on a standard DN63 vacuum flange and provides
all optical access and auxiliary connections. The design features:
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Figure 2. Upper body of the measuring head schematics: a) side view and b) perspective view. Components: (2) DN63 standard
vacuum connection body, (7) laser port windows/lenses, (8) window tightening screw, (9) fiber ferrules for fiber mounting and
(10) additional ports with M6 metric screw threads.

a) Vacuum (PA) b) Vacuum (PA) ¢ Gé}fj Z’)’e'
Force
Gas inlet Gas inlet Vacuum
(PB) (PB) (PB)
SURFACE SURFACE \ SURFACE s

Figure 3. Versions of the measuring head main body connections to the surface: a) gasket with force applied at the edge—
vacuuming inside groove—PA; b) vacuuming through big groove PA and low pressure gas supply at top of vacuum chamber—PB
and c) high pressure gas through PA and big groove (gas curtain), vacuuming from the top of chamber—PB.

(1) Optical windows: five ports are distributed across the flange—one central and four radially posi-
tioned openings (components 7 in figure 2(a)). The configuration accommodates: two laser beam
entry paths (enabling dual-pulse LIBS), one emission collection path, one illumination/observation
path for endoscopic monitoring, and one auxiliary path for flexibility. All optical windows utilize
double O-ring seals secured with screws, ensuring reliable vacuum sealing while enabling straightfor-
ward window replacement for different wavelength ranges or optical configurations.

(2) Fiber coupling: integrated ferrules (component 9 in figure 2(b)) provide secure mounting for optical
fiber cables, both for laser delivery and emission collection.

(3) Auxiliary ports: four additional M6-threaded ports (components 10 in figure 2) serve multiple
functions: vacuum connections, gas supply lines, high-voltage electrical feedthroughs for discharge
enhancement, aiming beam entrances, or spare capacity for future modifications.

This standardized flange approach facilitates customization while maintaining compatibility with
commercial vacuum components and optical mounts.

2.1.3. Sealing configurations and operating modes

The MHs versatility stems from three distinct sealing configurations, each optimized for specific pres-
sure requirements and surface conditions. All configurations maintain the same main chamber geometry
while varying the sealing approach and gas flow patterns.

Configuration A: simple gasket sealing (figure 3(a))

This configuration employs a thin elastomeric gasket (highlighted in red in figure 3(a)) with inner dia-
meter exceeding 50 mm and outer diameter up to 100 mm. The gasket directly contacts the compon-
ent surface, creating a seal sufficient for operation at moderate pressures (10-100 mbar) or when using
inert gas atmospheres where minor air infiltration is tolerable. Mechanical pressure applied to the MH
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(indicated by arrow in figure 3(a)) compresses the gasket against the surface. Port PB supplies the work-
ing gas while port PA connects to vacuum pump. This straightforward approach works well for relat-
ively smooth, non-porous surfaces and applications not requiring ultra-low pressure or high atmospheric
purity.

Configuration B: differential pressure sealing (figure 3(b))
This advanced configuration addresses analysis of rough or moderately irregular surfaces while maintain-
ing LP capability. The design utilizes two independent sealing zones with differential pressure control:

(1) Outer seal (groove A): a specially-shaped elastomer 118 x 83 x 8.5 mm, (see section 2.1.4 and
figure 3 in supplementary material for details) prevents atmospheric air ingress and working gas
egress. This primary seal accommodates surface irregularities through both material compliance and
extended contact length.

(2) Inner seal (groove B): a standard O-ring limits gas flow from the measurement chamber interior
without directly contacting the analyzed surface. This configuration maintains a pressure gradient:
atmospheric outside, intermediate in groove G, and controlled low pressure in the measurement
chamber.

Continuous evacuation through the primary groove G (via port PA) removes any leaked atmospheric
gas before it reaches the measurement volume. Working gas supplied through port PB establishes the
desired pressure in the measurement chamber.

This configuration proved essential for irregular surfaces where simple gasket sealing could not
achieve adequate vacuum, as demonstrated in section 3.1.

Configuration C: gas Curtain Sealing (figure 3(c))
For applications requiring atmospheric isolation without ultra-low pressure, or when surface contact
must be minimized, this configuration employs controlled gas overpressure.

Gas supplied through port PA at pressure slightly exceeding atmospheric creates an outward flow that
prevents air ingress while the inner O-ring (groove B) limits gas flow into the measurement chamber.
The mass flow controller-manometer feedback loop maintains constant chamber pressure despite con-
tinuous gas consumption.

This approach minimizes contact with the analyzed surface and enables operation on delicate or
contamination-sensitive materials. The configuration is particularly suitable for applications requiring
inert atmospheres at moderate pressures (10-200 mbar) rather than high vacuum conditions.

The insertion of the working gas can be realized through additional ports of the upper body of the
MH (components 10 in figure 2(b)).

Adapter customization
For components with geometries incompatible with the standard MH interface, custom adapters (com-
ponent 3 in figure 1(a)) can be fabricated. The modular design enables adapter shapes conforming to
complex surface geometries, including non-circular cross-sections matching rectangular or irregular com-
ponent shapes, curved bottom surfaces conforming to cylindrical or complex curvatures, extended or
reduced height profiles for optimal positioning relative to optical paths or integrated features for special-
ized plasma confinement or excitation schemes.

The adapter’s upper portion maintains standardized threading for attachment to the main chamber,
while the lower section is customized for the specific application. This approach provides maximum flex-
ibility without requiring multiple complete MH assemblies.

2.1.4. elastomer requirements and selection
Effective vacuum sealing across diverse surface conditions requires careful elastomer material selection
and geometric optimization. The performance of LP-LIBS measurements depends critically on achieving
and maintaining the target pressure range, making seal quality a dominant factor in system capability.
Material selection must balance multiple factors such as operating temperature range (room tem-
perature to ~100 °C for LIBS applications), pressure differential capabilities (1-1000 mbar differential),
chemical compatibility with working gases and potential contaminants, surface conformability and recov-
ery properties, long-term stability and compression set resistance, as well as assembly and maintenance
requirements.



Elastomer geometries
Two distinct geometries serve different sealing functions:

(1) Inner seal (groove B): standard O-rings (in this implementation) provide reliable restriction of gas
flow into the measurement volume. The circular cross-section offers excellent sealing with minimal
contact force, reducing potential for surface damage or contamination.

(2) Outer seal (groove A): a custom complex profile (detailed design in supplementary material) optim-
izes two critical functions: adequate filling of the groove depth to establish primary containment, and
extended ‘tail’ section providing prolonged surface contact to enhance sealing capacity despite surface
irregularities.

This specialized geometry cannot be produced from standard O-ring stock. A custom manufacturing
tool was developed to fabricate these seals from various elastomer materials, enabling systematic testing
and optimization.

Elastomer materials
Four elastomer materials were evaluated for sealing performance:

e Silicone rubber (Q): 40 Shore A hardness—excellent flexibility and recovery
e Natural rubber (NR): 45 and 55 Shore A hardness—good general-purpose properties

e Nitrile butadiene rubber (NBR): 70 Shore A hardness—superior chemical resistance

Comprehensive leak rate testing (section 3.1) revealed that hardness is a dominant parameter for rough
surface applications, with the 70 Shore NBR providing optimal performance. For porous surfaces, the
softer 40 Shore silicone demonstrated advantages through enhanced conformability. All sealing compon-
ents use the same 118 x 83 x 8.5 mm dimensions for consistency.

Detailed drawings, photographs of manufactured seals, and the fabrication tool design are provided
in the supplementary material.

2.2. MU and system integration for in-situ operation

While the MH constitutes the primary innovation, the complete LP-LIBS system for in-situ operation
will require integrated support equipment for operation. MU should house all components except the
MH itself, enabling either centralized operation from a control room or field deployment on a mobile
cart.

2.2.1. Essential equipment components
Essential equipment encompases:

Laser System: One or two Q-switched Nd:YAG lasers (for single or dual-pulse LIBS) with power supplies,
beam conditioning optics, and fiber coupling assemblies. The optical train includes beam expanders, spa-
tial filters, and precision alignment mechanisms for efficient fiber coupling while preventing fiber dam-
age (discussed in section 2.2.2).

Detection system: spectrometer(s) equipped with intensified CCD and/or standard CCD cameras,
depending on temporal resolution requirements. For applications requiring high spectral resolution
(R > 20 000), echelle spectrometers provide optimal performance. Segmented spectrometers offer
advantages for surveys requiring broad spectral coverage.

Fiber optic coupling: F-matcher optics transfer emission from collection fibers to spectrometer entrance
slits with appropriate magnification and illumination characteristics.

Gas handling: mass flow controllers, pressure gauges (capacitive manometers for accuracy at low pres-
sure), and control electronics maintain target pressure with feedback regulation. Small gas cylinders (1—
2 1) provide sufficient capacity for extended operation given the low flow rates required.

Vacuum systent: compact rotary vane pump (15 m® h~! capacity sufficient for this application) with
valves and pressure monitoring.



Power supply systems: AC mains distribution and DC power supplies for all subsystems. Optional high-
voltage DC supply and storage capacitors for discharge-enhanced LIBS modes.

Advanced options: microwave generators for coupled laser ablation/microwave-induced plasma techniques
[30], additional discharge power supplies for alternative excitation modes.

Data acquisition and control: computer system with camera interfaces, spectrometer control software, data
analysis capabilities, and process control for gas handling and safety interlocks.

2.2.2. Fiber optic considerations for laser delivery

Transmitting high-energy laser pulses through optical fibers presents significant technical challenges due
to fiber damage thresholds. Published studies demonstrate permanent damage to hard-clad silica and
plastic-clad-silica fibers at energies as low as few m]J [31]. For the typical pulse energies required for
LIBS (50-200 mJ), two approaches enable safer fiber transmission:

(1) Low-energy operation: core diameters >600 pum with careful coupling optics enable transmission of
20-50 m]J pulses suitable for many LIBS applications [32-35].

(2) Hollow-core fibers: gas-filled hollow waveguides tolerate higher energies through reduced interaction
with solid material [36]. Gas circulation through the fiber bore provides cooling and prevents dam-
age accumulation.

All fiber coupling systems incorporate precision x—y—z positioning stages for optimal beam align-
ment and diverging beam geometry (focus position before fiber entrance) to prevent air breakdown at
the coupling interface.

2.2.3. RC and monitoring

The RC system provides wireless communication between the MH location and operator station, essen-
tial for applications where direct line-of-sight is unavailable or operator presence near the measurement
point is undesirable.

Video monitoring: endoscopic camera system with integrated LED illumination enables real-time obser-
vation of the measurement area, target surface, and plasma generation. The compact camera (7 mm dia-
meter) with 5 m light guide provides adequate resolution (640 x 480 pixels) for targeting and process
monitoring.

System status: wireless displays show critical parameters including pressure, gas flow rates, laser energy,
and spectral acquisition status.

Safety interlocks: remote emergency shutdown capability and automated safety responses to fault condi-
tions (pressure loss, laser interlock violations, etc).

The complete system architecture enables flexible operation modes: fully automated sequences for
routine measurements, manual control for method development and optimization, or hybrid approaches
combining automated measurement protocols with operator oversight.

3. Experimental validation

Experimental testing validated three critical aspects of the MH performance: (1) sealing effectiveness
across various surface conditions and elastomer materials, (2) spectroscopic verification of LP operation
without atmospheric contamination, and (3) analytical capabilities including advanced excitation modes.
These evaluations establish the practical functionality of the proposed LP-LIBS configuration.

3.1. Sealing performance and leak rate characterization
Quantitative assessment of sealing performance provides essential data for optimizing elastomer selection
and predicting operational capabilities across diverse surface conditions.

The MH was connected to a rotary vane vacuum pump (Alcatel 2012 A, 15 m* h=! pumping speed)
through both PA and PB ports (Configurations A, B and C from figure 3). Pressure was monitored with
a Leybold Heraeus DV 1000 manometer.



Table 1. Experimental testing of different elastomers leak rates.

Elastomer type Surface Time (s) Leak rate(mbar cm® s~ 1)
Silicone rubber(Q, 40 Shore A) Stone 90 9.7

Rough metal 270 3.2

Wood varnished 300 2.9

Polished metal 330 2.6
Nitrile butadiene rubber(NBR, 70 Shore A) Stone 10 87.0

Wood varnished 310 2.8

Rough metal 315 2.8

Polished metal 330 2.6

Validation testing with a soft rubber gasket in configuration A (figure 3(a)) demonstrated that pres-
sures below 1 mbar were achieved using either port for vacuum pumping, confirming adequate sealing
performance. Mechanical pressure was applied initially and was no longer required once low pressure
was reached.

In configuration B (figure 3(b)), after evacuating to <0.1 mbar, a needle valve isolated the MH from
the pump and pressure evolution was monitored. The time required for pressure to increase from 0.1 to
10 mbar characterized the leak rate for each surface/elastomer combination. Leak rate was calculated as
Q =V -dP/dt, where V denotes the volume of the MH and dP/dt is the rate of change of pressure (here
fixed to 9.9 mbar). Test surfaces included stone (porous, rough), varnished wood (non-porous, smooth),
rough machined metal and polished metal.

Table 1 presents leak rates for silicone rubber (Q, 40 Shore A) and nitrile butadiene rubber (NBR, 70
Shore A) used in configuration B (figure 3(b)). The two natural rubber formulations (45 and 55 Shore
A) showed performance within experimental uncertainty of these values and are not separately tabulated.
Key findings can be summarized as follows:

(1) Surface hardness dominance: for rough, non-porous surfaces (rough metal, varnished wood, polished
metal), the harder NBR (70 Shore) demonstrated equal or slightly better sealing with leak rates 0.27—
0.29 bar cm® s~! compared to 0.27-0.33 bar cm? s~! for silicone.

(2) Porous surface exception: on porous substrate (stone), the softer silicone rubber (40 Shore) performed
markedly better, with leak rates around 10 times lower than NBR. The enhanced conformability of
softer elastomers enables penetration into surface porosity for improved sealing.

(3) Pump capacity validation: the measured leak rates confirmed that continuous pumping at 15 m* h~!

capacity maintains stable LP conditions even on moderately rough surfaces. These results guided
subsequent spectroscopic testing, with NBR 70 Shore selected for smooth and rough metal surfaces
(most relevant for typical LIBS applications) and silicone 40 Shore reserved for porous materials.

Configuration C (figure 3(c)) was tested to determine whether argon flow through port PA disrupts
the pressure established in the vacuum chamber, which is evacuated through port PB. The test surfaces
included rough machined metal and stone. The lowest pressures achieved prior to initiating the argon
gas curtain were 12 mbar for the rough-machined metal and 14 mbar for the stone surface. After initi-
ation of the argon flow at 25 1 min™!, corresponding to an overpressure of 130 mbar above atmospheric
pressure, the pressure inside the vacuum chamber remained unchanged for both test surfaces. These res-
ults demonstrate that configuration C can achieve and maintain low pressures suitable for LIBS applica-
tions while effectively preventing the ingress of ambient gas.

3.2. Spectroscopic verification of LP operation
Beyond mechanical leak rate measurements, spectroscopic analysis provides definitive confirmation that
the MH maintains atmospheric isolation during plasma generation and emission collection.

Figure 4 illustrates the complete system used for spectroscopic testing. The laser source was a
Quantel QSmart 450 Nd:YAG laser operating at the fundamental wavelength of 1064 nm, with a max-
imum energy of 450 mJ, pulse duration of 6 ns, repetition rate of 10 Hz, beam diameter of 6 mm, and
divergence below 0.5 mrad. The laser beam was focused using a plano-convex lens with a focal length
of 100 mm, positioned 90 mm from the target surface, producing an approximately 1 mm diameter
focal spot with fluence sufficient for reliable plasma generation on copper targets. Copper samples were
mounted on precision positioning stages consisting of computer-controlled XY stepper motors and
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Figure 4. Experimental setup used for the spectroscopic testing of the MH functional model. Components: M—mirror, L—
focusing lens, FC—collimator, OF—optical fiber, DDG—digital delay generator, DSO—digital storage oscilloscope, PD—
photodiode, ECam—endoscopic camera.

a pitch/roll platform, enabling fresh surface exposure for each measurement sequence. The MH was
mounted on a flat rough steel plate and evacuated using Configuration B (figure 3(b)), while a con-
tinuous helium flow maintained a stable low pressure during measurements. Plasma emission was col-
lected by a collimator (FC) and guided via an round to linear optical fiber (core diameter @400 pm,
NA 0.22, 99% transmission efficiency in wavelength range of interest) to the entrance slit of the spec-
trometer. Detection was performed using a SOL Instruments MS7504i imaging spectrometer equipped
with a 1200 | mm™! grating (wavelength resolution 0.03 nm at blaze wavelength with 20 pm entrance
slit and 12 um pixel size CCD camera) and a Proscan HS 101 H CCD camera (2048 x 506, pixel size
12 x 12 pm, Peltier cooling, minimum gate width 1 ms) cooled down to —10 °C, with full spectral
coverage from 350 to 780 nm achieved by sequential grating rotation. Real-time monitoring of plasma
generation and target surface condition was provided by an endoscopic camera with a resolution of
640 x 480 pixels, six LED illumination, and a 5 m light guide.

The system was operated at a laser energy of E = 179 4+ 2 m] and wavelength A = 1064 nm. The
spectrometer slit width was set to 50 pm. Camera requested a trigger TTL signal of 5 V amplitude and
minimum width of 20 us, hence the triggering was controlled by controlled by a digital delay gener-
ator (DDG), while a delay time of 1 ps and a gate width of 1 ms were set. The helium pressure was
10 mbar for full spectral measurements, while for pressure-dependence studies it was varied between 2
and 40 mbar.

The recorded complete spectrum (figure 5(a)) exhibits strong copper emission lines throughout
the 350-700 nm range, with Cu I multiplets at 510.6, 515.3 and 521.8 nm showing highest intensity.
The helium working gas is barely detectable (He I line at 587.6 nm shows intensity more than 20 times
weaker than copper lines). Most significantly, hydrogen Balmer lines are completely absent, confirming
effective exclusion of atmospheric moisture.

No emission from the aluminum alloy chamber walls was detected, verifying that plasma dimensions
and energy remain confined to the target region without wall interactions that could cause contamina-
tion or memory effects.

Examination of the 740-785 nm region (figure 5(b)) reveals that the strongest oxygen emission line
from the multiplet at around 777 nm is hardly distinguishable from the noise, while strong nitrogen
emission lines around 740 nm are completely absent and remain below the detection limit. These obser-
vations confirm that Configuration B sealing (figure 3(b)) effectively prevents atmospheric ingress even
during continuous plasma generation. Any leaked atmospheric gases are removed through the differential
pumping groove G before reaching the measurement chamber.

For the pressure-dependence investigation, copper resonance line intensity and profile were meas-
ured across the 2—40 mbar pressure range in helium (figure 6). The pressure was controlled with redu-
cing valve and additionally needle valve before the MH. Pressure was monitored also with DV 1000
manometer with overall 15% measurement error. During the measurements, the pressure did not show
any significant fluctuations.



Figure 5. (a) The spectrum of the copper target recorded inside the MH and (b) region of spectrum with strongest nitrogen and
oxygen lines.
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Figure 6. Recordings of Cu I lines at various pressures of helium atmosphere.

The results demonstrate nearly identical analytical characteristics to conventional vacuum chamber
LIBS:

e Signal intensity maximizes at 10-20 mbar, consistent with prior studies [19].
o Line shapes and relative intensities match reference chamber measurements.

e Reproducibility (relative standard deviation) <5% across 10-shot averages.

These results validate that the MH introduces no significant analytical artifacts compared to standard
vacuum chamber configurations, while enabling in-situ measurement capability.

3.3. Discharge-enhanced LIBS in MH
The modular adapter design enables integration of electrodes for LIFPD, potentially enhancing emission

intensity and improving detection limits. This capability was validated by incorporating a custom elec-
trode assembly in adapter component 3 from figure 1(b).

Two electrodes are positioned 4 mm apart, located 6 mm above the target surface. High-voltage
connection via auxiliary port on upper body (component d in figure 2). Photographs of the electrode
assembly without discharge operation appear in the supplementary material.
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Figure 7. Comparison of intensities of Cu I lines at 515.3 nm and 521.8 nm in air at atmospheric pressure obtained with LIFPD
(red) and LIBS (green).

Experimental measurements were performed at atmospheric pressure in air. Capacitors with 100 nF
capacitance were charged to 5 kV and discharged through the laser-induced plasma. Comparison of
LIBS (laser only) versus LIFPD (laser and discharge) spectra is given in figure 7. An eightfold increase
in Cu I line intensities was observed, as well as improved SNR and extended temporal emission window.
The additional discharge may introduce local pressure variations within the discharge zone. However,
such effects are not of particular importance to the analytical performance of the method, since these
variations would not cause significant changes in electron density to broaden the lines of interest and
decrease analytical performance compared to atmospheric LIBS or LP-LIBS.

Previous work [29] demonstrated three-fold SNR enhancement and five-fold intensity increase for
rhenium detection in tungsten using LIFPD at low pressure. Our MH configuration for the first time
enables straightforward implementation of this technique for applications requiring enhanced sensitivity.

The adapter architecture of the MH provides accommodations for other excitation modes such as
magnetic field application for Zeeman-based diagnostics, spatial confinement structures for plasma shap-
ing, microwave coupling for laser ablation-microwave induced plasma combination [30] and glow dis-
charge electrodes for alternative ionization schemes. This versatility significantly expands the MH’s ana-
lytical capabilities beyond conventional LIBS.

4. Discussion

The experimental validation results demonstrate that the proposed MH successfully achieves the primary
design objectives: creating and maintaining stable LP environments for LIBS measurements without
requiring sample placement in vacuum chambers. This capability addresses a significant limitation that
has restricted LP-LIBS predominantly to laboratory settings with transportable samples.

4.1. Analytical performance comparison

The spectroscopic validation (section 3.2) reveals that LIBS plasma generated within the MH exhibits
analytical characteristics nearly identical to conventional vacuum chamber configurations. This equival-
ence confirms that the compact geometry, optical window configuration, and sealing approach do not
introduce detrimental artifacts. The MHs demonstrated capabilities include:

o Effective atmospheric isolation (oxygen lines barely distinguishable from the noise, nitrogen below
detection limits)

e Pressure-dependent behavior matching reference studies
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e Reproducibility comparable to laboratory vacuum systems

o Integration compatibility with advanced excitation modes

For applications where these analytical capabilities meet requirements, the MH enables LP-LIBS meas-
urements previously impractical or impossible.

4.2. Versatility through modular design
The three sealing configurations (section 2.1.3) address diverse measurement scenarios providing cost-
effective customization for specialized applications:

(1) Configuration A (simple gasket): suitable for smooth surfaces and applications tolerating minor atmo-
spheric ingress. Minimal complexity enables rapid deployment and reliable operation.

(2) Configuration B (differential pressure): optimized for rough or irregular surfaces requiring low pressure
and complete atmospheric isolation. Continuous differential pumping removes leaked gases before
they reach the measurement volume, enabling reliable operation on challenging surfaces.

(3) Configuration C (gas curtain): designed for delicate surfaces where mechanical contact must be min-
imized, or moderate pressure inert atmospheres suffice. Outward gas flow prevents substantial atmo-
spheric ingress while reducing contact forces.

The interchangeable adapter approach (component 3, figure 1) extends versatility to diverse sample
geometries without requiring multiple complete MH assemblies. Custom adapters accommodate non-
standard cross-sections (rectangular, complex shapes), curved surfaces (matching component curvature),
specialized plasma confinement geometries and integration of electrodes, magnets, or other enhancement
structures.

4.3. Technical limitations and considerations
While the MH demonstrates substantial capabilities, several limitations and practical considerations
merit discussion:

Achievable pressure range: leak rate characterization (table 1) shows that surface condition fundament-
ally determines the minimum achievable pressure. Smooth, non-porous surfaces enable operation below
1 mbar with simple gasket sealing, while rough surfaces require differential pressure sealing and typic-
ally limit operation to 10-50 mbar even with continuous pumping. Applications requiring ultra-high
vacuum (<102 mbar) remain restricted to conventional vacuum chambers.

Surface contact requirements: all demonstrated configurations require some degree of contact between
elastomer seals and the analyzed surface. This contact may be unacceptable for certain delicate or
contamination-sensitive materials, despite the gas curtain configuration minimizing contact forces.

Measurement volume constraints: the compact chamber geometry (¢5 cm x 4.5 cm interior in this
implementation) restricts plasma expansion compared to large vacuum chambers. While spectroscopic
validation showed no adverse effects for copper target analysis at 10 mbar, applications involving highly
energetic plasmas or large ablation craters may encounter wall interactions. Chamber dimensions can be
scaled up, but maintaining effective sealing becomes increasingly challenging.

Optical window access: the fixed optical port configuration (two laser entry, one emission collection,
one observation, one auxiliary) provides excellent versatility but may constrain specialized geometries
requiring, for example, multiple simultaneous emission collection angles or complex beam delivery
configurations.

4.4. Applications beyond conventional LIBS
The MH architecture for the first time enables several advanced analytical approaches:

LIFPD: demonstrated intensity enhancement (section 3.3) provides improved detection limits for trace
element analysis. Previous studies showed particular advantages for detecting low concentrations in
complex matrices [21, 29].

Spatially-confined LIBS: custom adapters incorporating confinement structures can exploit plasma com-
pression effects for emission enhancement [27].
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Magnetic field application: integrated magnets enable magnetic field enhanced LIBS [28].

Hybrid techniques: the modular design accommodates combinations of laser ablation with alternative
excitation/ionization schemes (microwave-induced plasma [30], glow discharge, arc discharge), poten-
tially expanding analytical capabilities beyond pure LIBS.

These advanced capabilities position the MH as a versatile platform for LP-LIBS research and special-
ized applications.

4.5. Future development directions
Several extensions of this work could further enhance capabilities:

Automated Positioning: integration with robotic manipulation systems or motorized arms would enable
systematic multi-point surveys and automated operation in hazardous or inaccessible environments.

Real-time pressure/composition feedback: incorporating residual gas analysis or optical emission monit-
oring could provide continuous verification of atmospheric isolation and enable adaptive control for
challenging sealing conditions.

Alternative laser wavelengths: the current optical windows accommodate visible and near-IR wavelengths.
Substituting ZnSe windows would enable CO2 laser operation, potentially beneficial for isotopic analysis
requiring reduced plasma electron density [20].

Miniaturization studies: investigating scaling limits could determine minimum practical measurement
volumes, potentially enabling incorporation into even more constrained geometries.

Field deployment validation: systematic testing in representative application environments (industrial set-
tings, field sites, specialized facilities) would identify practical deployment challenges and opportunities
for design refinement.

5. Conclusion

This work presents a comprehensive solution for versatile LP LIBS implementation through a modular
MH design specifically engineered for operation at controlled reduced pressures (1-200 mbar) without
requiring sample placement in vacuum chambers. The system addresses critical technical barriers that
have limited LP-LIBS predominantly to laboratory applications with transportable samples.

The effective sealing across diverse surface conditions was demonstrated, with quantified leak rates
guiding the elastomer selection and sealing strategy optimization. Three distinct configurations are intro-
duced to address different pressure requirements and surface challenges.

Spectroscopic testing’s confirmed atmospheric isolation and analytical performance comparable
to conventional vacuum chamber LIBS. The MH introduced no significant analytical artifacts while
enabling in-situ measurement capability.

Finally, the integration compatibility with advanced excitation schemes was also shown. Additional
fast pulse discharge yielded eightfold analyte emission enhancement within the MH.

The modular architecture based on interchangeable adapters provides cost-effective customization
for specialized applications, sample geometries, and analytical requirements. This versatility extends bey-
ond conventional LIBS to encompass hybrid techniques combining laser ablation with alternative excita-
tion/ionization schemes.

By enabling practical implementation of LP-LIBS in diverse application scenarios, this development
expands the technique’s utility across materials science, industrial process monitoring, field analysis, and
specialized applications requiring controlled LP environments for optimal analytical performance. The
established design framework provides a foundation for continued advancement of LP-LIBS instrumenta-
tion tailored to specific analytical challenges.
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Abstract

In this paper, design of infinite impulse response lowpass differentiators that can
be realized by parallel connection of two allpass filters whose orders differ by two,
where one of the allpass branches is pure delay, is considered. As adopted structure
of proposed lowpass differentiators allows formulation of their magnitude and phase
responses as functions of allpass filter phase response, a set of nonlinear equations
in unknown allpass filter coefficients is derived and iteratively solved in a way that
magnitude response approximates the ideal one in weighted Chebyshev sense, in
both passband and stopband. On the other hand, passband phase response linearity
is shown to be related to the maximum of the magnitude response, which can be
directly controlled by an additional design parameter. Design examples reveal that
proposed infinite impulse response lowpass differentiators of low order can have very
low relative passband magnitude errors and nearly linear phases, while results of
comparison with existing lowpass differentiators show that proposed differentiators
usually require fewer multiplications.
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1 Introduction

High-frequency noise filtering along with differentiation at low frequencies is required
in various practical applications, among which are physiological signal processing [7,
11, 13, 19], extraction of velocity and acceleration data [16], edge detection in image
processing [6] and frequency estimation [14]. The frequency response of an ideal IIR
lowpass differentiator having nonzero transition region width can be formulated as:

~ i\ | jwe lT, o <w

H<ej)_{0, a)za)f’ (D
where 7 is the passband group delay, while w, and w, are passband and stopband
edge frequencies, respectively, and it can be approximated by the frequency response
of either finite or infinite impulse response (IIR) filter. While a perfectly linear phase
cannot be obtained by IIR filter, IIR lowpass differentiators are preferred over finite
impulse response ones in applications where some amount of passband phase response
nonlinearity can be tolerated, due to significantly lower filter order and lower group
delay.

The majority of the IIR lowpass differentiators design methods belong to one of
the following four approaches. The conventional approach is to cascade IIR fullband
differentiator with the low-order lowpass filter [5, 17], while inversion-based design
methods [2, 4, 10] start from the transfer function of IIR lowpass integrator, which
is then inverted and stabilized by reflecting the unstable poles inside the unit circle.
Methods of the third approach, i.e., the optimal methods [1, 5, 9, 12, 16, 18, 21],
formulate the IIR lowpass differentiator design problem of simultaneous minimization
of magnitude and phase response as the minimization problem in unknown filter
coefficients. In [1, 5, 16], the numerator of the lowpass differentiator is assumed to be
the linear phase filter, while denominator coefficients are determined using classical [5]
and metaheuristic [1, 16] optimization methods. Method presented in [21] formulates
the design problem in quadratic form without frequency sampling, while the method
presented in [12] minimizes the group delay deviation with respect to the average
group delay under the constraints that the maximum relative passband magnitude
error and average squared stopband magnitude response are below prescribed values.
Another two optimal methods are presented in [9, 18], where lowpass differentiators
based on parallel allpass structure are proposed. Finally, as the maximum-flatness-
based methods provide the lowest approximation error at frequencies about some
center frequency, methods of the fourth approach [9, 20, 22] consider design of the
maximally flat IIR lowpass differentiators.

The assumption, recently introduced by authors in [ 18], that IIR lowpass differentia-
tor can be realized by parallel connection of two allpass filters of the same order, with
a pure delay in one of the allpass branches, has led to the development of a method
for design of even-order nearly linear phase allpass-based IIR lowpass differentia-

Birkh&duser



Circuits, Systems, and Signal Processing (2024) 43:2937-2960 2939

tors that usually require fewer multiplications compared to differentiators obtained by
other design approaches. An additional allpass structure, introduced in [9], suggests
that lowpass differentiation can be performed by subtracting the output of the second-
order allpass filter from the input signal, i.e., that the design problem of second-order
IIR lowpass differentiator can be reduced to the design of the allpass filter of the
same order. As discussed in [9], differentiators obtained in such a way are superior to
the second-order differentiators from [18] in every aspect except the phase response
linearity.

The novelty of this study is generalization of the equiripple design method dis-
cussed in [9] to an arbitrary order of the lowpass differentiator that can be realized
by parallel connection of two allpass filters whose orders differ by two, where allpass
branch of the lower order is a pure delay. This structure allows formulation of the dif-
ferentiator magnitude and phase responses as functions of the corresponding allpass
filter phase response and the value of an additional design parameter, which enables
simultaneous minimization of both magnitude and phase response errors. Additionally,
aforementioned generalization provides a means of controlling the stopband behavior
of lowpass differentiators as the stopband edge frequency becomes one of the design
parameters.

The rest of the paper is structured as follows: The problem formulation of the
allpass-based nearly linear phase IIR lowpass differentiator with magnitude response
approximating the ideal one in weighted Chebyshev sense in both passband and stop-
band is discussed in Sect. 2. The proposed design method is presented in Sect. 3, while
design examples and comparison with the existing lowpass differentiators are given
in Sect. 4. Finally, conclusions are drawn in Sect. 5.

2 Problem Formulation

Transfer function of the IIR lowpass differentiators considered in this paper is assumed
to be of the following form:

H((z) = % <Z_(L_2) — A (z)) , ¥y >0, 2)

as depicted in Fig. 1, where y is the maximum of the magnitude response, while A (z)
is the Lth-order transfer function of the stable allpass filter having distinct poles

1+ Y8 a7
Ai)=z" Zg—l —, (3)
1 + Zi:l CliZ_l
whose phase response is denoted by:
; Z-L_l a; sin (iw)
¢ (w) = arg {A <ej“’>} = —Lw + 2 arctan = (4)

1+ 35 aicos (iw)
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Y

z_(L_Q)

v/2

x[n] —>®—<

S
=

Ar (2)

\ 2

Fig. 1 Proposed realization structure of the IIR lowpass differentiator

Substituting z = ¢/® in (2), phase and magnitude response of the considered IIR
lowpass differentiators can be formulated as functions of the corresponding allpass
filter’s phase response ¢ (w) = arg {A (e/*)} as follows

@ - (L-2o+r
- . ,

0 (@) =arg [ H (/)] (5)

’H(ejw>’:y in¢(w)+(L_2)w‘.

2
Now, since the phase response of the stable allpass filter A (z) is monotonically decreas-
ing function satisfying ¢ (0) = 0 and ¢ (w) = — L [15], from (5) and (6) it follows
that ¢ (0) = 7r/2 and |H (e/°)| = |H (e/™)| = 0, i.e., the frequency response of the
proposed IIR lowpass differentiators matches the ideal one at ® = 0 and w = 7, note
(1). Additionally, as ¢ (w) + (L — 2) w equals 0 at w = 0 and —27 at w = m, there
exists frequency point w*, 0 < w* < 7, where ¢ (0*) + (L — 2) ®* = —m, that is

S

(6)

where maximum of the magnitude response occurs, ’H (ef @ )’ =v.

For the magnitude response of the proposed IIR lowpass differentiators given by
(6) to approximate the ideal one,

7 (o) = {g’ 0= op )

w > Wy

note (1), the phase response ¢ () of the allpass filter A (z) should approximate either
¢1 (w) or ¢7 (w) defined as

w
~ —(L—-2)wF2arcsin—, w<w
$1.2 (@) ={ y L (8)

—(L—-2)w —2m, w > Wy

where parameter y obviously needs to satisfy y > w,. Note that ¢1 (») is monoton-
ically decreasing regardless of the value of the parameter y for o € (0, ), while
¢> (w) can be made so by a suitable choice of the parameter y for L > 2.

In this paper, an iterative algorithm for the determination of the allpass filter A (z)
coefficients vector

a:[m az...aL]T, 9)
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for the predetermined value of the parameter y is derived, such that the magnitude
response of the obtained IIR lowpass differentiator approximates the ideal one in the
weighted Chebyshev sense both in passband and stopband, i.e., such that the magnitude
response error function

e a) =W @) (|t (7 a)| - |H (e7)]). (10)
satisfies
le (@, a)| = 8, (11)
fork=1, 2, ..., m,and
e (g, a) = by, (12)
fork=1,2, ..., L—m+ 2, where
W(a)):{i’/w’ zizp (13)

is weighting function that allows simultaneous minimization of the relative passband
and absolute stopband magnitude response errors, §, = max le (w, a)| and §; =
a)_a)p

max & (w, a) are passband and stopband weighted Chebyshev norms, respectively,
w>wy

and m < L+ 1 is the number of sign-alternating extrema in passband. Frequencies at
which sign-alternating extremal values of € (w) occur in passband and stopband are
o = ['(51 o ... '(Bm] and ® = [51 0 ...EL_erz], respectively, while 0 < @1 <
W <<y <wpandwy <O < Wy < -+ < Op_p42 < 7. Regarding the
choice of the weighting function, note that lowpass differentiators are usually designed
with constant relative passband magnitude response error [9, 12].

Since the relative passband magnitude error of the lowpass differentiators is being
minimized, to circumvent the magnitude response error function given by (10) to be
indeterminate for @ = 0, sine term of the magnitude response is rewritten as

. p(w,a)+(L-2w
sin 5

= wl (w, a)

—sinco+ Yk, (n — 1) a, sinc ( (n — 1)) (14)

\/(1 + 3 a,cos (na)))2 + (Z,le a, sin (na)))2

= w

where

1, x=0

sinx/x, x #0 ° (13)

sincx = :
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Note that the transfer function (2) of the proposed IIR lowpass differentiators
requires at least 2L — 2 delays and L + 1 or L multiplications depending on the
value of the parameter y. Namely, if y is expressed as the sum of a few power-of-two
terms, required number of multiplications reduces to L.

2.1 Passband Phase Response Linearity Error

It |H (e/*)| ~ | H (¢/°)], the passband phase response of the IIR lowpass differen-
tiator ¢ (w), given by (5), approximates

b — (L -2
$1,2 (w) (2 Jot+m % (L — 2)a):|:arcsing, (16)
Y

P12 () =

which is nearly linear function of frequency for y > . On the other hand, to
avoid dynamic range problem, the value of the parameter y should be chosen with
great concern. Furthermore, as the maximum of magnitude response, occurring at
the frequency ™ > wp, equals y, y should be close to @, to avoid excessive gain
in the transition region or stopband. Therefore, proposed allpass-based IIR lowpass
differentiators, i.e., the ones that can be realized by the structure given in Fig. 1, are
not capable of providing very low passband phase response linearity errors without
increasing the maximum of the magnitude response beyond w,,.

To quantify the previous claim, let us determine the lower and upper margin func-
tions of the passband phase response linearity function defined as [12, 18]

T —
(@ =9 @—(5-07). (17)
where 7 is the average passband group delay

7= (P(O)_(P((Up)’ (18)
@p

when relative passband magnitude response error is lower than 6, i.e., when

o(1+6,) _¢@+L-Do
v - 2

a)(l —(Sp) (19)

— arcsin < —arcsin ———=,
14

for < wp, note (10) and (24). Substituting (5) and (18) in (17), passband phase
response linearity function becomes

cw:%Q_KMW)

(20)
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Fig.2 Maximum absolute value
of lower and upper margin
functions for w/wp < 1 asa
function of y /w), for four values
of §p

while its upper and lower margin functions can be determined by means of (19) as

1-96

U <y = 2) = yarcsin L+ — arcsin M, (21)
wp X X

— 1496

L (y) = yarcsin L9, — arcsin @ (22)
where x = y /w,. Plots of
180

£ (x. 517):7'1;13{‘“5(% x. 8p) [ U (v, x. 8,) ]} (23)

for 5, € {0, 3%, 6%, 9%} and (14 3,) < x < 2 are shown in Fig.2. Note that
maximum passband phase response linearity error max |§ (a), Y, 0 p)| is lower than
w_wp

f (x.8,), while notations ¢ (. v, 8,), £ (y, x, §,) and U (y, x, §)) are used to
emphasize the dependence of ¢ (w) on y and §,, and £ (y) and U (y) onx = y/w),
and J,. It can be observed from these plots that even in a limiting case, that is for
8, = 0, if the passband phase response error is to be lower than 1 degree, y should
be higher than 1.5w,. Furthermore, with increase of maximum relative passband
magnitude response error required y /w, ratio increases.

3 Design Method

Mathematical background of the proposed design method depends on whether
¢ (w, a) is assumed to approximate 51 (w) or 52 (w) given by (8). However, as
¢> (») is not monotonically decreasing function for every L and y, it is adopted that
¢ (w, a) needs to approximate 51 (w). In this case, as 51 (w) 1s less than — (L — 2) w
in passband, and reasonable assumptions that ¢ (w, a) is also less than — (L — 2) w in
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passband and that ¢ (w,a) > — (L — 2) w — 27 in the transition region are adopted,
the magnitude response (6) of the proposed IIR lowpass differentiators can be rewritten
as:

’H (ej"), a)‘ = —yowk (v, a), (24)

for o < wy. Now, the magnitude response error function (10) at frequencies where its
sign-alternating extremal values occur can be rewritten as

fork=1, 2, ..., m,and
e @y, a) = (— D" Gy @y, a) (26)

fork=1,2, ..., L—m+2.
Therefore, (11) and (12), which characterize the proposed design method, can be
rewritten by means of previous equations as:

) 1
x@k,a>+<—1>l’+"7f’:—;, k=1,2,...,m, (27)
8y

A @, a) + (—DF

=0, k=1,2,....,L—m+2, (28)

where p determines whether the first extremal value of the passband magnitude
response error function is maximum (p = 1) or minimum (p = 0). Evidently, a
system of nonlinear equations given by (27) and (28) consists of L + 2 equations in
L + 2 unknowns. It shows that it can be efficiently solved by following exchange
algorithm:

1. Determine a’ such that ¢ (w, a’) exhibits at least m and L — m + 2 extremal
values in the passband and stopband, respectively. As the following relation can
be established between the phase response and coefficients of the allpass filter

AL (2),

(29)

L p@+(L=2)o . ¢@+Lo
Z a; Sin = —sin ——,
, 2 2
i=1
note (4), unknown coefficients vector a’ can be deteimined as a solution to the
system of linear equation obtained by setting ¢ (w) = ¢1 (w) atm—1and L—m+1
frequency points in passband and stopband, respectively,
(k+2) 2=, k<m
o = m — , (30)

: k — ) —, k >
ws + ( m+)L—m—|—2 =
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fork=1,2, ..., L.

2. Determine frequencies @ = [@] @) ... @),| and ® = [@| @) ... @] _,,.,]
where m and L — m + 2 sign-alternating extremal values of ¢ (w, a’) occur in
passband and stopband, respectively. It was concluded empirically that ¢ (w, a’)
can have one excess extremum in passband/stopband and that following heuristic
approach can be used to select the required number of sign-alternating extremal
values:

— if the first- or last-two extremal values in passband/stopband are of the same
sign, then the first or last extrema is not taken into consideration, respectively.

— if there are m + 1 sign-alternating extremal values in the passband, the lower
between the first and last extrema is not taken into consideration for w, < /2,
otherwise, the last extrema 1s not taken into consideration.

— if there are L — m + 2 sign-alternating extremal values in the stopband, the
lower between the first and last extrema is not taken into consideration.

3. Determine coefficient vector a = a’ + Aa by solving the following system of
linear equations

[i @) v 'a Omxl] ?a _ [)/_1 “Lnxi —I—X\(a’)} (31)
v (a’) 0L—m+2)x1 V_lﬁ 3[: A (a/) ,

obtained by linearization of (27) and (28) about a’ and adopting @ = @' and
® = ®'. In the previous equation, ¥ (a') = [y (@)]. ¥ (@) = [¥y; (a')]
R@) = [ (@) 2 @) = [o@)) 7 = (3] and 7 = 7] ave m x L.
(L—m+2)xLmx1,(L—m+2)x1,mx1and (L —m+ 2) x 1 matrices,
respectively, with elements

“~ or (@, a _ , or (@, a
Yii (@') = (a; ) v (@) = (a; ) (32)
(@) =@, a)., (@) =xr (@}, d), (33)
— 1k
o= (—prH g = S (34)

4, If max |Aa| < Ay, where Ay > 0 is the prescribed tolerance, the algorithm
converged to the solution. Otherwise, set @’ <— a and proceed to the step 2.

Note that since only the first m sign-alternating extremal values are considered for
wp > m/2, the utilization of the proposed design method algorithm may not result
in a valid transfer function (i.e., the one with relative magnitude response error at the
passband edge higher than 6,,). The mentioned limitation will be considered in more
detail in the following section.
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4 Design Examples and Comparison with the Existing IIR Lowpass
Differentiators

In this section, examples of proposed allpass-based IIR lowpass differentiators are
given and some conclusions regarding the impact of design parameters L, w,, wy,
¥, and m on the passband phase response linearity and relative passband magnitude
response errors are drawn. A equals 1071 in all examples. Additionally, a compar-
ison with the existing allpass-based IIR lowpass differentiators from [18] and nearly
linear phase IIR lowpass differentiators from [5, 12] is presented. Here, it should be
noted that second-order IIR lowpass differentiators obtained by the equiripple design
method from [9] are the same ones obtained by the proposed design method for L = 2
and m = 3.

Various lowpass differentiators are compared in terms of the required number of
multiplications and delay elements, maximum peak-to-peak passband phase response
error in degrees

180 :
n=-— {max ¢ (@) — min é(w)} ; (35)

w=wp w=wp
average passband group delay

_ L-2 ¢(vp)
T T 2, (36)

note (18), as well as values of §,, = max le (w, a)| and §; = max & (w, a). Addi-
w=wp w>wys

tionally, average squared stopband magnitude response

1 T . 2
P, — / H (ejw>’ do. 37)
.77 - Cl)p wp

is used to properly characterize differentiators from [5, 12] in the stopband, as these

differentiators do not consider stopband edge frequency as design parameter. Note that

proposed allpass-based lowpass differentiators have 12in ¢ (w) equal to zero, as phase
a)_a)p

response of stable allpass filter is monotonically decreasing function of frequency, note
(20).

In the first example, the proposed method is used to design IIR lowpass differ-
entiators with the lowest possible relative passband magnitude response error, i.e.,
the case when m = L + 1 is considered. As a case when L = 2 and m = 3 are
discussed in [9], fourth-order IIR lowpass differentiators (L = 3) of various pass-
band edges w, € {0.27 (1 +k/13) |0 <k <39} and y/w, € {1.02, 1.04, 1.06}
are considered here. Note that form = L + 1 (31) reduces to

(¥ (@) y~'7] [?ﬂ ==y~ Ly =4 (d), (38)
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Fig. 3 Proposed fourth-order allpass-based IIR lowpass differentiators. A §,, B n and C Py, as functions
of wp € [0.27, 0.87] for three values of ¥ /wp and L =3, m =4

as stopband edge frequency is redundant parameter. Plots of 6, n and Py, as func-
tions of w,, for three values of y /w, are shown in Fig.3. As can be observed from
these plots, with the increase of the parameter y, maximum relative passband mag-
nitude response error §, and maximum passband phase response error 7 decrease,
while average squared stopband magnitude response Py, increases. 8, is less than
0.86%, 0.65% and 0.51%, while 7 is less than 10.52 (f (1.02, 0.86%) = 14.72),
8.93 (f (1.04, 0.65%) = 10.84) and 7.76 (f (1.06, 0.51%) = 8.96) degrees, for
0.27r < wp < 0.87 and y/w, equal to 1.02, 1.04, 1.06, respectively. As expected,
the proposed fourth-order IIR lowpass differentiators have lower relative passband
magnitude response error compared to the second-order lowpass differentiators [9].

In the second example, the proposed method is used to design sixth-order IIR low-
pass differentiators of various passband edges w,, € {0.27 (1 + 3k/59) |0 <k <59},
wy = wp +0.187, y /w, € {1.02, 1.04, 1.06} and m = L = 4. Plots of §,,, n and &
as functions of w, for three values of y /w), ratio, are shown in Fig. 4. Since only the
first m sign-alternating extremal values are considered for w, > /2, the utilization
of the proposed design method does not result in a valid transfer function (i.e., the
relative magnitude response at the passband edge is higher than 6, obtained by the
proposed algorithm) for w, > 0.77 (y/w, = 1.02), w, > 0.747 (y/w, = 1.04)
and w, > 0.767 (v /w, = 1.06), oy = w, + 0.187, L = m = 4. While parameters
L, m and the transition region width @y — w, also affect whether relative magnitude
response error at the passband edge is higher than §,, obtained by the algorithm, it is
more probable to happen for @), closer to Nyquist frequency and y /), closer to one.
From Fig. 4, it can be also concluded that for L # m + 1, §,, does not necessarily
decrease when y increases. On the other hand, when y increases, 1 decreases, while
8¢ Increases.
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Fig.4 L=4,m=4,w) € [0.27, 0.87], wy = wp +0.187
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8¢ ‘ ‘ 36 w w 0.16 ‘ T
L |- v/ wp = 1.02 s
Vol — v/ wp, =1.04 |

0.08
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Fig.5 L =3,m =3, wp = 0.47, ws € [0.57, 0.87]

In the third example, fourth-order allpass-based IIR lowpass differentiators of
various stopband edges o, € {0.57 (14 0.6k/19) [0 <k <19}, w, = 0.4m,
v/wp € {1.02, 1.04, 1.06} and m = L = 3 are considered. Plots of §,, n and &
are shown in Fig.5. As expected, with the increase of the stopband edge frequency,
8p, n and &, decrease.

Finally, in the fourth example, application of the proposed fourth-order lowpass
differentiator with a real input - the electrooculogram (EOG) signal is tested, since
its derivative is required for example to detect the direction of eye movements [11].
EOG signal is obtained from [8], and its sampling frequency equals 100Hz. Lowpass
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Fig.6 EOG signal and output of the proposed fourth-order lowpass differentiator

differentiator is designed using w, = 0.0257, wy; = 047, L =m =3 and y = w).
Input and output signals of the lowpass differentiator are shown in Fig. 6. Evidently,
lowpass differentiation is required due to existence of high-frequency noise in the
input EOG signal.

4.1 Comparison with the Allpass-Based IIR Lowpass Differentiators from [18]

In this subsection, a comparison of the proposed nearly linear phase allpass-based IIR
lowpass differentiators with the ones from [18] is presented. These differentiators are
also designed by minimizing the weighted Chebyshev norms both in the passband and
in the stopband, while their transfer function can be expressed as:

Hi (z) = % (41 @ =27, (39)

where A1 (z) is the transfer function of Mth degree allpass filter.

In the fifth example, the proposed lowpass differentiators are compared to eighth-
order (M = 4) differentiator from [18] with passband and stopband edge frequencies
wp = 0.37 and wg = 0.577. Three competing differentiators are designed: (a) L =
m=3,y=1118Mb)L=m=4y =1.125and (¢c) L =5, m =4,y = 2.
The results of comparison are presented in Table 1 and Fig.7. From these results, it
can be observed that eighth-order lowpass differentiator designed using the proposed
method outperforms the existing one of the same order from [18] in all terms except
the required number of multiplications. On the other hand, proposed fourth- and sixth-
order differentiators have the same or smaller values of §,, §; and T, while passband
phase response errors of proposed differentiators are higher compared to differentiator
from [18].
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Table1 w) = 0.37, 0y = 0.577

Parameters Proposed Proposed Proposed [18]
L=m=23, L=m=4, L=5 m=4,
y =1.118 y =1.125 y =2
5p 2.41% 0.03% 0.33% 2.41%
8 5.64% 11.35% 3.49% 11.94%
T 2.10 3.05 3.52 3.6
n 6.62° 4° 0.49° 0.62°
no. of multiplications 4 4 5 4
no. of delays/filter order 4 6 8 8

Results of comparison of proposed differentiators with lowpass differentiator from [18]

(A) |H ()]

2.5

1.25

—1.25

—2.5

w/wp w/wp

Fig.7 wp = 0.37, oy = 0.577. A Magnitude responses, B relative passband magnitude response errors
and C passband phase response linearity errors of the IIR lowpass differentiator from [18] (solid line) and
the proposed ones (dashed, dash dot dotted, dotted lines correspond to fourth-, sixth- and eighth-order
differentiators, respectively)

In the sixth example, proposed lowpass differentiators are compared to the sixth-
order (M = 3) lowpass differentiator from [18] with the passband and stopband edge
frequencies w, = 0.57 and w; = 0.7257. Two competing differentiators of the sixth-
order are designed: a) L =m =4,y = 1.75andb) L =m =4, y = 2.875. The
results of comparison are presented in Table 2. From these results, it can be observed
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Table2 w, =0.57, ws =0.7257

Parameters Proposed Proposed [18]

L=m=4, L=m=4

y =175 y =2.875

8p 1.31% 1.10% 3.79%
8 8.44% 15.61% 36.3%
T 2.73 2.37 2.45
) 7.22° 1.15° 1.21°
No. of multiplications 4 4 3
No. of delays/filter order 6 6 6

Results of comparison of proposed differentiators with lowpass differentiator from [18]

Table3 wp, =0.77, 0y = 0.8257

Parameters Proposed Proposed Proposed (18]

L=m=26, L=m=17, L=10,m =9,

y =2.25 y =2.75 y =275

8p 0.72% 0.40% 0.34% 0.84%
8 15% 33.68% 5.06% 10.05%
T 4.63 5.42 8.42 8.52
n 12.41° 3.48° 3.37° 4.61°
No. of multiplications 6 7 10 9
No. of delays/filter order 12 14 18 18

Results of comparison of proposed differentiators with lowpass differentiator from [18]

that both sixth-order lowpass differentiators designed using the proposed method have
much smaller maximum passband and stopband magnitude response errors, §,, and dy,
compared to existing differentiator of the same order from [18]. On the other hand, only
lowpass differentiator having maximum passband magnitude equal to y = 2.875 has
smaller passband phase response error. In this example, both proposed differentiators
require one multiplication more than existing differentiator of the same order.

In the seventh example, the proposed lowpass differentiators are compared to
eighteenth-order (M = 9) lowpass differentiator from [18] with passband and stop-
band edge frequencies w, = 0.77 and w; = 0.8257. Three competing differentiators
are designed: a) L =m =6,y =225,b)L =m =7,y =2.75and c) L = 10,
m =9,y = 2.75. The results of comparison are presented in Table 3. From these
results, it can be concluded that eighteenth lowpass differentiator designed using the
proposed method outperforms existing differentiator from [18] of the same order in all
terms except the required number of multiplications. Compared to existing differentia-
tor [18], the proposed fourteenth-order differentiator has higher stopband magnitude
response error only, while the proposed twelfth-order differentiator has considerable
higher passband phase response linearity error and somewhat higher stopband mag-
nitude response error.
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Table4 o, = 0.37

Parameters Proposed Proposed Proposed [12]

L=m=3, L=m=4, L=5 m=4,

Wy = 0.5257‘[, ws = 0.457[, ws = 0.447[,

y =125 y =1.125 y =15

Sp 3.05% 0.21% 0.86% 3.5%
Pgp 0.24 0.23 0.24 0.25
T 1.94 3.06 3.73 3.36
n 4.96° 4.10° 1.50° 1.71°
No. of multiplications 3 4 5 6
No. of delays/filter order 4 6 8 3

Results of comparison of proposed differentiators with lowpass differentiator from [12]

The results presented in examples 5, 6 and 7 lead to the conclusion that proposed
differentiators compare favorably with existing allpass-based IIR lowpass differentia-
tors [18] of the same order. On the other hand, due to the fact that maximum of the
magnitude response of proposed lowpass differentiators equals y, while higher val-
ues of parameter y are required to obtain nearly linear phase, existing allpass-based
lowpass differentiators from [18] have lower maximum of the magnitude response.

4.2 Comparison with the Nearly Linear Phase Lowpass Differentiators from [12]

Comparison of the proposed lowpass differentiators with differentiators from [12]
is presented in this subsection. These differentiators are designed by minimizing the
group delay deviation subject to constraints on maximum relative passband magnitude
response error and average squared stopband magnitude response. Transfer function
of lowpass differentiators from [12] can be expressed as:
M—1
i—0 iz
M _
1+> ", piz™!

Hy (@) = (1-27") , (40)

thus requiring 2M multiplications and M delays.

In the eighth example, proposed differentiators are compared to third-order lowpass
differentiator from [12] with passband edge frequency w, = 0.37. Three differen-
tiators are designed: a) L = m = 3, wy = 05257,y = 1.25,b) L = m = 4,
wy = 0457,y = 1.125andc) L =5, m = 4, wy = 0.44m, y = 1.5. From the
results presented in Table 4, it can be concluded that all differentiators designed using
the proposed method outperform existing one in terms of 8,5, Py;, and required number
of multiplications. On the other hand, the proposed eighth-order differentiator has
smaller phase response error, while the fourth- and sixth-order differentiators have
somewhat higher value of passband phase response error compared to the existing
differentiator from [12].

In the ninth example, two differentiators having the same passband and stopband
edge frequencies, w, = 0.57, w; = 0.637, are designed using the proposed method
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Table5 w), =0.57

Parameters Proposed Proposed [12]

L=m=4, L=6m=5,

a)s = 063.77, Wy = 0.637'[,

y =2.3125 y =25
Sp 1.98% 1.4% 6%
Pgp 0.87 0.76 0.88
T 2.49 4.44 2.31
n 2.77° 1.7° 1.74°
No. of multiplications 4 6 6
No. of delays/filter order 6 10 3

Results of comparison of proposed differentiators with lowpass differentiator from [12]

Table6 ), =0.77

Parameters Proposed Proposed [12]
L=m=6, L=m=6,
wg = 0.857, wy = 0.815m,
y =225 y =2.3125
Sp 0.61% 0.96% 1%
Pgp 1.18 1.2 1.2
T 4.63 4.58 2.02
n 12.2° 9.69° 11.96°
no. of multiplications 6 6 8
no. of delays/filter order 10 10 4

Results of comparison of proposed differentiators with lowpass differentiator from [12]

with following values: a) L = m =4,y = 2.3125,b) L = 6,m =5,y = 2.5.
The results of comparison are presented in Table 5. From these results, it can be
concluded that tenth-order proposed lowpass differentiator outperforms existing one
in all terms except filter order and average group delay values. On the other hand,
proposed sixth-order differentiator requires only four multiplications (compared to 6
multipliers required by the other proposed and existing differentiator) and has lower
values of §,, and Py, but somewhat higher passband phase error (2.77°) compared to
existing differentiator (1.74°).

In the tenth example, two tenth-order (L = m = 6) differentiators with passband
edge frequency w, = 0.7 are designed using the proposed method: a) w; = 0.857,
y = 2.25andb) wy = 0.8157, y = 2.3125, and compared to the lowpass differentia-
tor from [12]. The results of comparison are summarized in Table 6, while magnitude
response, relative passband magnitude response and phase linearity errors are given in
Fig. 8. Both proposed differentiators have higher group delay/filter order than existing
one, while the first proposed differentiator has slightly higher passband phase error
(12.2° compared to 11.96°).
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Fig.8 wp = 0.77. A Magnitude responses, B relative passband magnitude response errors and C passband
phase response linearity errors of the IIR lowpass differentiator from [12] (solid line) and the proposed
ones (dashed and dotted lines correspond to two tenth-order (y = 2.25 and y = 2.1325) differentiators,
respectively)

The results presented in examples 7, 8 and 9 lead to the conclusion that the proposed
allpass-based IIR lowpass differentiators, although of the higher order, require less
multiplications compared to the existing lowpass differentiators from [12].

4.3 Comparison with the Nearly Linear Phase Lowpass Differentiators from [5]

In this subsection, a comparison of the proposed nearly linear phase IIR lowpass
differentiators with the ones from [5] is presented. These differentiators are derived
from the lowpass differentiators designed using cascading approach (second-order
wideband differentiator [3] is cascaded with the third-order Chebyshev I lowpass
filter with 0.1 dB passband ripple value) by altering the denominator coefficients
such that magnitude and passband phase response linearity errors are simultaneously
minimized. Transfer function of lowpass differentiators from [5] can be expressed as:

go(1—z2)(1+z1)

H; (2) =
@ 1+ prz7V + prz=2 4 p3z73 + paz=* + psz—

. (41)

thus requiring 6 multiplications and 5 delays.
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Table7 w, = 0.37

Parameters Proposed Proposed [5]

L= m = 3, L = m = 4

Wy = 062577, ws = 0.55.77,

y =1.125 y = 1.0625
Sp 2.04% 0.10% 2.56%
Pgp 0.23 0.22 0.24
T 2.09 3.16 2.34
n 6.05° 5.38° 6.27°
no. of multiplications 3 4 6
no. of delays/filter order 4 6 5

Results of comparison of proposed differentiators with lowpass differentiator from [5]

Table8 w) = 0.47

Parameters Proposed Proposed [5]
L =3 m=4, L=m=4
y = 1.2745 wy = 0.67,
y = 1.375
Sp 0.93% 0.39% 2.34%
Py 0.41 0.36 0.41
T 2.08 2.92 1.98
n 10.94° 6.9° 10.58°
No. of multiplications 4 4 6
No. of delays/filter order 4 6 5

Results of comparison of proposed differentiators with lowpass differentiator from [5]

In Examples 10, 11 and 12, proposed lowpass differentiators are compared to fifth-
order differentiators from [5] with passband edge frequencies w, = 0.37, w, = 0.47
and w, = 0.57, respectively. The results of comparison are presented in Tables 7, 8
and 9. Magnitude responses, relative passband magnitude response errors and pass-
band phase response linearity errors for w, = 0.47 are shown in Fig.9. From these
results, it can be concluded that the proposed fourth-order allpass-based IIR lowpass
differentiators have better or comparable performances than existing fifth-order differ-
entiators from [5], while proposed sixth-order differentiators outperform fifth-order
differentiators [5] in all terms except filter order and group delay values. Furthermore,
proposed fourth- and sixth-order differentiators require significantly less multiplica-
tions compared to differentiators from [5].

5 Conclusion

The paper presents the design of nearly linear phase allpass-based IIR lowpass dif-
ferentiators with the magnitude response approximating the ideal one in weighted
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Fig.9 wp = 0.47. A Magnitude responses, B relative passband magnitude response errors and C passband
phase response linearity errors of the IIR lowpass differentiator from [5] (solid line) and the proposed ones
(dashed and dotted lines correspond to fourth- and sixth-order differentiators, respectively)

Table9 w, = 0.57

Proposed LPTposid 4

Parameters L=3 m=4 =m= [5]
_’ 1.584 ’ Wy = 077[,

y== y = 1.75
5p 1.04% 1.46% 6.70%
Py 0.89 0.63 0.89
T 1.88 2.73 1.66
n 11.54° 7.40° 11.77°
No. of multiplications 4 4 6
No. of delays/filter order 4 6 5

Results of comparison of proposed differentiators with lowpass differentiator from [5]
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Chebyshev sense both in the passband and the stopband. Employed parallel connec-
tion of two allpass filters whose orders differ by two, where allpass branch of lower
order is a pure delay, allows formulation of the differentiator magnitude and phase
responses as functions of the corresponding allpass filter phase response and maxi-
mum of the magnitude response (i.e., the value of the parameter y ). Relation between
these two responses is such that the phase response linearity error can be effectively
controlled by the maximum of the magnitude response and the maximum of the rela-
tive passband magnitude response error. This, if very low phase linearity errors (below
few degrees) are required, it leads to considerable magnitude response overshoot in
the transition region. Therefore, instead of increasing the maximum of the magnitude
response, phase correction of the proposed low-order lowpass differentiators may be
a better solution. This will be a matter of future research.

Design examples demonstrate that even fourth-order differentiators (requiring only
3 or 4 multiplications depending on whether y can be expressed as the sum of a few
power-of-two terms or not) can have very low relative magnitude response errors and
nearly linear phases. Furthermore, proposed differentiators compare favorably with
existing allpass-based IIR lowpass differentiators of the same order, while compared to
other existing IIR nearly linear phase lowpass differentiators, proposed differentiators
require less multiplications.
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Appendix A: Allpass-Based IIR Lowpass Differentiators Design Func-
tion
def designMethod(L, m, wp, ws, gamma):
import sympy as sp
import numpy as np
import scipy.signal as scs

def phil(w): return int (w<=wp)* (-(L-2)*w - 2*sp.asin(w/gamma)) +\
int (w>=ws)* (- (L-2)*w - 2*sp.pi)

= sp.Matrix([1] + [sp.Symbol(’a%d’ % i, real=True)
for 1 in range(l, L+1)1])
w = sp.Symbol (’'w’, real=True)

@
|

sp.Matrix([sp.cos(n*_w) for n in range(L+1)]).T
sp.Matrix([sp.sin(n*_w) for n in range(L+1)]).T
sc = sp.Matrix([(n-1)*sp.sinc(_w*(n-1)) for n in range(L+1)]).T

S

_1lmbd = (sc*_a)[0] / sp.sgrt((c*_a)[0]**2 + (s*_a)[0]**2)
_grad_lmbd = [_lmbd.diff(_al[i]) for i in range(l, L+1)]

# Step 1
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w = [(k+2)*wp/ (m+2) for k in range(l, m)] + \
[ws + (k-m+l)*(np.pi-ws)/ (L-m+2) for k in range(m, L+1)]

[vs}
1l

sp.Matrix([[sp.sin((phil(w[k]) + (L - 2*1i)*wl[k]) / 2)
for 1 in range(l, L+1)] for k in range(L)])

c = sp.Matrix([-sp.sin((phil(w[k]) + L*w[k]) / 2) for k in range(L)])
ap = np.array(list(B**-1 * ¢))

w = np.linspace(0, 1, 10001) * np.pi
wpass, wstop = wlw<=wp], w[w>=ws]
dtol = le-10
while True:
Imbd = _Imbd.subs([(_al[i], apl[i-1]) for i in range(l, L+1)1])
Imbd = sp.lambdify(_w, 1lmbd)
grad_lmbd = [_grad_lmbd[k].subs
[(_ali1], apli-1]) for 1 in range(l, L+1)]) for k in range(L)]
grad_lmbd = sp.lambdify(_w, grad_lmbd)

# Step 2
def err_pass(w): return -1 - gamma*lmbd (w)
def err_stop(w): return -w*gamma*lmbd (w)

ind, _ = scs.find_peaks (abs(err_pass (wpass)))
w_hat = np.append(np.append (0, wpass[ind]), wp)
# extremas of the same sign
if len(w_hat)>m and \
np.sign(err_pass(w_hat[0]))==np.sign(err_pass(w_hat[1l])):
w_hat = w_hat[1l:]
if len(w_hat)>m and \
np.sign(err_pass(w_hat[-1]))==np.sign(err_pass(w_hat[-2])):
w_hat = w_hat[:-1]
# m+l sign-alternating extrema
if len(w_hat) > m:
if wp >= np.pi/2:
w_hat = w_hat[:-1]
elif abs(err_pass(w_hat[0])) > abs(err_pass(w_hat[-1])):
w_hat = w_hat[:-1]
else:
w_hat = w_hat[1l:]
p = int(np.sign(err_pass(w_hat[0])) == 1)

ind, _ = scs.find_peaks (abs(err_stop (wstop)))
w_ol = np.append(ws, wstopl[ind])
if len(w_ol) > (L-m+2):
if abs(err_stop(ws)) > abs(err_stop(ws[-1])):
w_ol = w_ol[:-1]
else:
w_ol = w ol[1l:]

# Step 3

Lhs = [[sp.Matrix([grad_lmbd(w_hat[k]) for k in range(m)]),
sp.Matrix ([ (-1)** (p+k) for k in range(l, m+1)]),
sp.zeros(m, 1)1,
[sp.Matrix([grad_lmbd(w_ol[k]) for k in range(L-m+2)]),
sp.zeros (L-m+2, 1),
sp.Matrix ([ (-1)**(k+1) / w_ol[k] for k in range(L-m+2)])]]

Lhs = sp.Matrix(Lhs)

rhs = sp.Matrix(-np.append(l/gamma + lmbd(w_hat), lmbd(w_ol)))

x = Lhs**-1 * rhs
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a = ap + np.array (x[:L])

if abs(np.array(x[:L])).max() <= dtol:
break
else:
ap = a
return a
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Abstract: Automated sandbox-based analysis systems are dominantly focused on sequences of API
calls, which are widely acknowledged as discriminative and easily extracted features. In this paper,
we argue that an extension of the feature set beyond API calls may improve the malware detection
performance. For this purpose, we apply the Cuckoo open-source sandbox system, carefully config-
ured for the production of a novel dataset for dynamic malware analysis containing 22,200 annotated
samples (11,735 benign and 10,465 malware). Each sample represents a full-featured report generated
by the Cuckoo sandbox when a corresponding binary file is submitted for analysis. To support
our position that the discriminative power of the full-featured sandbox reports is greater than the
discriminative power of just API call sequences, we consider samples obtained from binary files
whose execution induced API calls. In addition, we derive an additional dataset from samples in the
full-featured dataset, whose samples contain only information on API calls. In a three-way factorial
design experiment (considering the feature set, the feature representation technique, and the random
forest model hyperparameter settings), we trained and tested a set of random forest models in a
two-class classification task. The obtained results demonstrate that resorting to full-featured sandbox
reports improves malware detection performance. The accuracy of 95.56 percent obtained for API
call sequences was increased to 99.74 percent when full-featured sandbox reports were considered.

Keywords: dynamic malware analysis; classification; cuckoo; sandbox; APIL; random forest; dataset

1. Introduction

Due to the rise in the number and complexity of cyber threats, dynamic malware
analysis has become an important part of cyber defense. This type of malware analysis
is often performed in a sandbox environment, i.e., a virtual machine (VM) environment
in which suspected binaries are seeded and their dynamic behavior is monitored. The
monitoring result is represented by a report containing evidence of actions performed by a
given seeded binary.

However, the interpretation of those reports may be a challenging task, e.g., a benign
installation package that generates a significant number of files (which are written to the
disk), registry changes, and other modifications to the target system (starting multiple
processes, establishing network communication, etc.), might not be easily distinguished
from a malware which applies evasion techniques (i.e., a malware that changes its behavior
when it detects that it is being run in a sandbox environment) [1]. Thus, the interpretation
of sandbox reports often requires a human expert, which makes it time consuming,.
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To address this problem, relevant machine learning approaches to dynamic malware
analysis are dominantly focused on application programming interface (API) calls extracted
by a sandbox system. However, in our study, we show that a significant part of both malware
and benign software samples do not generate API calls when run in a sandbox environment (cf.
Section 3). Thus, we argue that the extension of a feature set beyond API calls may improve
malware detection performance. In line with this, the paper makes the following contributions:

(i) We produce a novel dataset for dynamic malware analysis, which contains 22,200 la-
beled samples (benign and malware). Each sample represents a report generated by the
open-source sandbox system Cuckoo when a corresponding binary file is submitted for
analysis. These reports contain information on API calls but also on other dynamic behavior
features related to file and registry modification, network traffic, etc. It is important to note
that there are no other publicly available datasets containing both malware and benign
samples represented by a more comprehensive set of features extracted by a sandbox sys-
tem (cf. Section 2). In addition, we describe the configuration of the sandbox system used
in the production of the dataset, aimed at addressing the problem of evasion techniques
applied by some malware samples.

(ii) We practically demonstrate that the extension of the feature set beyond API calls
improves the malware detection performance. We report on two groups of random forest
(RF) models (cf. Ho [2]). The models from the first group were trained and tested on
the reported dataset containing full-featured Cuckoo sandbox reports (including, but not
limited to, API call sequences). The models from the second group were trained and tested
on a dataset derived from the reported dataset, in which each sample is represented by the
extracted sequence of API calls. The obtained results show that the models from the first
group display better performance in terms of accuracy and macro average F1 measure.

The paper is structured as follows. Section 2 covers related and background work.
Section 3 describes the production of the dataset and methods used. Section 4 reports on
the experimental settings, results, and optimization. In Section 5, we discuss the results.
Finally, Section 6 concludes the paper.

2. Background and Related Work

With respect to the feature extraction task, the field of machine learning for dynamic
malware analysis tasks includes two main research directions. The first direction is domi-
nant and supported by datasets containing only API call sequences (cf. Section 2.1). The
other direction is significantly less practiced but promising and is based on the assumption
that there are additional significant features beyond the API call sequence (cf. Section 2.2).

2.1. API Call Feature Sets

In the given context, API refers to a part of an operational system which, inter
alia, enables programs to access resources such as system files, processes, services, etc.
(Mira et al. [3]). In the cyber-security community, API call sequences have been acknowl-
edged as indicative of malware detection (Deore et al. [4]). The main idea underlying
these approaches is that API call sequences reflect the malware behavior and that malware
variants display similar API call-based behavior. For an overview of malware detection
using API call sequences, the reader may consult [3].

Diizgiin et al. [5] and Alshmarni et al. [6] report on datasets produced by the Cuckoo
sandbox. The dataset presented by Diizgiin et al. [5] contains a significant number
(i.e.,24,411) of categorized malware samples but does not include benign samples. The
dataset presented by Alshmarni et al. [6] contains both benign and malware samples, but
their number is somewhat reduced (i.e., 1080 benign and 2576 malware). In addition, both
of these datasets contain a restricted feature set since each sample is represented as only a
sequence of API calls.

Syeda and Asghar [7] report on a dataset containing samples from Windows Portable Exe-
cutable files. This dataset is relatively small (582 malware and 438 benign samples) and contains
API calls only. Six machine learning models were evaluated on this dataset, including inter alia
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ensemble methods RF and XGBoost. The RF model displayed the best classification accuracy.
Zhang et al. [8] propose an approach to malware detection based on recurrent neural networks
(including TextRNN and bidirectional long short-term memory network) and self-attention
mechanisms applied to API call sequences. Huang et al. [9] apply a clustering algorithm to
API call sequences to capture a common behavior of malware families and then train a neural
network on the recorded sequences. Other papers also deal with different approaches to API
calls: Huang et al. [10] propose a model based on a sequence-to-sequence neural network and
an attention mechanism and evaluate it on sequences of API calls. Chen et al. [11] propose an
image-based interpretation of API existence, API sequence, and API frequency features and
apply deep transfer learning to generated images.

To further improve malware detection performance, a significant number of re-
searchers have considered additional API call-based features. Alhashmi et al. [12] apply the
TF-IDF transformation to extract features from API calls retrieved by means of the static
analysis of PE files and dynamic analysis of APl hooks. Lee et al. [13] report on a sandbox-
like implementation called ARBDroid, designed to analyze obfuscated malware on the
Android platform and extract instructions, string values, and API calls. Chen et al. [14]
extend the set of API calls with indicators of compromise. Yau et al. [15] consider additional
API-based statistical features such as return values and the number of times the APl is
called. Xu and Chen [16] model a malware instance as a behavioral tree generated from an
API call sequence, which describes the control structure between the API calls. Li et al. [17]
propose a hybrid feature encoder aimed at extracting semantic features from APl names
and arguments and generating an API call graph that captures the relations between the
API calls. Li et al. [18] apply dynamic analysis and embedding techniques to encode an
API sequence, introducing a soft threshold mechanism in a residual network to achieve
active filtering of noise components in API sequences. They resort to a BILSTM model to
enhance the temporal correlation among API sequence calls and improve the classification
performance. Nunes et al. [19] emphasize the difference between capturing API calls at the
user and kernel levels with respect to the classifier’s ability to detect malware. Li et al. [20]
introduced the PrefixSpan algorithm designed to mine frequent API call sequences from
various threads within an execution trace and capture malware behavior sequences.

2.2. More Comprehensive Feature Sets

In contrast to these API call-focused approaches to dynamic malware analysis, some
recent efforts are based on more comprehensive feature sets. Jindal et al. [21] produced
four datasets containing reports generated by the Cuckoo sandbox and another commercial
sandbox. Two sources have served as input to the sandboxes: a vendor dataset (13,760 be-
nign and 13,760 malware) and a dataset derived by random sample selection from the
publicly available EMBER dataset for static file analysis (cf. Anderson and Rothl [22]). How-
ever, none of these four datasets are publicly available. In the data preprocessing phase,
Jindal et al. [21] tokenize the sandbox reports and keep the top 10,000 most common words.
In addition, they introduce a classification model that integrates a convolutional neural
network, a bidirectional long short-term memory network, and an attention network.

Another commendable approach is introduced by Bosansky et al. [23]. They report on
a malware dataset with a significant number of samples (i.e., 48,976 samples) generated
by the CAPE sandbox. Another advantage of this dataset is that each sample is labeled
with respect to the malware family it belongs to. On the other hand, this dataset does not
contain benign samples and considers only six malware families. For example, ransomware
samples are not included, which explains the fact that the maximum report size of the
considered samples does not exceed 1 GB (the size of the entire unpacked dataset is 563 GB).
Bosansky et al. [23] apply the hierarchical multi-instance learning (HMIL) paradigm to
process the collected sandbox reports.

Herrera-Silva and Hernandez-Alvarez [24], Irshad and Dutta [25], and Sraw and Ku-
mar [26] extend the API call feature set with limited sets of hand-selected features derived from
the Cuckoo sandbox reports. These sets contain 50, 5, and 8 additional features, respectively,
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relating to, e.g., registry entries, network traffic, etc. They demonstrate that additional features
improve malware detection performance. Finally, Sethi et al. [27] extend the API call feature set
with a set of features automatically extracted from the Cuckoo sandbox reports. The additional
features were extracted by means of the chi-square test and RF algorithms. However, none of
these approaches to feature engineering utilize complete sandbox reports.

2.3. Position of Our Approach

Our approach is in line with the second research direction. In line with Refs. [21,23], we
produce a dataset containing reports generated by the Cuckoo sandbox. However, in contrast to
Ref. [21], we do not consider only a subset of the most common words in the generated reports.
Starting from the expectation that less frequent words may have significant information gain, we
consider entire and unaltered reports generated by the sandbox system. This means that we do
not apply any preprocessing or cleaning technique prior to the feature extraction stage.

In contrast to Ref. [23], we include benign samples and additional malware families,
which increases the size of the generated reports, e.g., over 1 GB for 228 malware samples.
In addition, it should be noted that there are no other publicly available datasets containing
full-featured sandbox reports with such a large number of samples.

Another distinction of our approach is related to the methodology. Recent methodological
approaches are focused on recurrent neural networks and attention mechanisms [8,10,11,21]
or ensemble detectors, taking into account the observation window [1], which reflects the
conceptualization of the underlying features as sequence-like structures. In contrast to them, in
our approach, we step away from this conceptualization and apply the random forest model (as
in Ref. [7]), which is based on the information gain of the underlying features rather than on
their sequentiality.

3. Materials and Methods

One of the aims of this work is to produce a new dataset that meets the desiderata of
representativeness, i.e., a dataset for dynamic malware analysis that contains a sufficient
number of both benign and malware samples, represented by a more comprehensive
set of features generated by the Cuckoo sandbox. The production of this dataset can be
summarized in the following points:

(i) Selection and safe management of malware files. The collection of 450,000 malware file
samples was acquired from the Virus Total database [28], which is considered referential in
the professional community. From this file set, we programmatically selected 10,465 samples
without subjective bias for inclusion in the dataset. Each malware sample taken from this
database is provided in the form of a binary file without extension but with the accompanying
JSON file that describes the given sample. In addition, we took measures to ensure that the
management of the malware files does not compromise the lab environment set for the purpose
of dataset production. The file samples were stored on the disk without extensions. Immediately
before the submission of a sample to the sandbox, its extension was automatically extracted
from a corresponding JSON file and added to the sample, making it suitable for execution. After
collecting sandbox results, the extension was again removed.

(ii) Selection of benign files. We collected 74,000 real-life benign files representing correspon-
dence documents and Windows 10 installation executables and libraries (e.g., .exe, .dll, .com,
etc.), taken with permission from the archive of a technical company located in Serbia. The
company was equipped with cyber-security protection and monitoring tools, and no malware
activities have been detected over several years. From this file set, we programmatically selected
11,739 samples without subjective bias for inclusion in the dataset.

(iii) Dataset comprehensiveness. The dataset comprehensiveness was considered with
respect to two separate but related aspects: diversity of the collected file types and repre-
sentation of a file sample. The reported dataset contains samples (i.e., reports generated by
the sandbox) related to 54 file types. The distribution of the samples with respect to file
type is provided in Table 1 (cf. the “Full rep.” columns). In addition, for each file type, this
table provides the number of samples that include API calls (cf. the “API calls” columns).
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Table 1. File type distribution in the dataset.

. # Benign Instances # Malware . # Benign # Malware
File Type Instances File Type Instances Instances
Fullrep. APICalls Fullrep. APICalls Fullrep. APICalls Fullrep. APICalls
exe 1395 344 7097 6597 Xlsm 0 0 5 5
di1 6574 3354 238 237 accdb 5 5 0 0
doc 1659 1659 947 947 Cat 5 5 0 0
xls 631 631 477 475 Gdl 5 5 0 0
txt 4 0 803 803 xml 5 5 0 0
fxp 558 558 0 0 Db 4 0 0 0
docx 0 0 269 269 Pptx 0 0 4 4
pdf 118 0 120 0 Sch 3 3 0 0
cdx 223 0 0 0 Ppt 0 0 3 3
dbf 222 222 0 0 Avi 2 2 0 0
xlsx 0 0 190 190 Bin 2 2 0 0
prg 138 138 0 0 bmp 2 0 0 0
html 0 0 128 128 Och 2 2 0 0
none 0 0 60 59 Tbk 2 2 0 0
ppd 52 52 0 0 Msg 0 0 2 2
docm 0 0 45 45 agcoc 1 1 0 0
fpt 35 35 0 0 Bak 1 1 0 0
fpx 0 0 33 33 Fmt 1 1 0 0
zZip 7 0 17 0 Ico 1 0 0 0
rar 0 0 24 23 Mem 1 1 0 0
htm 19 19 0 0 Ms 1 1 0 0
crt 12 12 0 0 New 1 1 0 0
inf 10 10 0 0 prl 1 1 0 0
bat 9 9 0 0 Ses 1 1 0 0
dat 8 0 0 0 Json 0 0 1 1
ini 8 8 0 0 mp3 0 0 1 1
Ink 7 7 0 0 Rtf 0 0 1 1
Total: 11,735 7097 10,465 9823

The rows marked with grey highlight the file type classes containing samples that did not generate API calls,
which is elaborated in more detail in Table 2.

For each file type, Table 1 provides information on:

e Number of benign files belonging to the given file type (cf. column “# Benign
instances”—"Full rep.”).

e  Number of benign files belonging to the given file type whose execution generates
API calls (cf. column “# Benign instances”—*API calls”).

e  Number of malware files belonging to the given file type (cf. column “# Malware
instances”—"Full rep.”).

e  Number of malware files belonging to the given file type whose execution generates
API calls (cf. column “# Malware instances”—"API calls”).

From Table 1, it can be derived that 23.78 percent of the produced sandbox reports
do not include API calls, i.e., there are 5280 such samples: 4638 benign and 642 malware.
The distribution of samples that do not include API calls with respect to file type is shown
in Table 2. It is common that benign files do not induce operating system API calls, e.g.,
in cases when they do not create files or access the registry, etc. On the other hand, it is
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common that malware samples induce API calls, as they are designed to be lightweight
(easily downloadable) and access the registry and files, etc. However, it can be observed
from Table 2 that approximately 6 percent of malware samples do not induce API calls. We
assume that these malware samples are intentionally developed not to apply operating
system APIs in order to avoid antivirus behavioral analysis and possible sandbox detection
based on API calls.

In contrast to the existing datasets, which represent file samples as sequences of API
calls, we consider a more comprehensive set of features provided by the Cuckoo sandbox.
Besides the API calls, we collect additional features relevant to dynamic malware analysis
related to the following:

Static and dynamic analysis based on YARA rules for code packing, obfuscation, etc.;
Registry editing;

File creation and modification;

Network access;

Checking user activities and other evasion techniques and behaviors of file samples, etc.

Table 2. The distribution of samples that do not include API calls with respect to file type.

File Type Extension Instances Benign Instances Malware Instances
dll 3221 3220 1
exe 1551 1051 500
pdf 238 118 120
cdx 223 223 0
zip 24 7 17
dat 8 8 0
txt 4 4 0
db 4 4 0
xls 2 0 2

bmp 2 2 0
rar 1 0 1
ico 1 1 0

none 1 0 1

5280 4638 642

Without omitting the basic static analysis, which is included in the Cuckoo sandbox,
we do not perform additional analysis of static features (like in Taheri et al. [29,30]) or
compare static and dynamic analyses. We focus our attention on dynamic malware analysis
based on raw full-featured sandbox reports (without giving preferences to a particular
feature subset), which serve as input for automatic feature extraction techniques and
machine learning models.

The produced dataset, which we refer to as the full-featured dataset, is organized in
two folders containing benign and malware samples. The size of the malware sample folder
is 935 GB, and the size of the benign sample folder is 34 GB. Both folders are organized in
subfolders whose names correspond to file type extensions (e.g., “dll”, “exe”, “doc”, etc.).
The malware samples folder is of greater size because the malware files induced more
activities in the sandbox environment than the benign files. Two short segments from JSON
reports are given in Figure 1.
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Figure 1. Example segments of benign (left) and malware (right) JSON reports generated by the
Cuckoo sandbox.

The malware samples are randomly selected from the Virus Total database, which
contains real-world malware examples. The manual inspection of the sandbox reports
showed the following:

Some reports are very big in size (over 2 GB).
Some samples apply obfuscation techniques (discovered in the basic static file analysis
conducted by the sandbox system).

e  Some samples implement evasion techniques: checking the browser history, checking
whether the running environment is virtual, checking whether a debugger is present, etc.

The benign samples are also real-world files produced over a several-year period by
users who were oblivious to the goals of this research.

Thus, we believe that the reported dataset represents a comprehensive real-world
representation of both malware and benign samples.

(iv) Configuration of the sandbox system. The Cuckoo sandbox version 2.0.7 was used (i.e.,
the latest release at the moment of this study) based on Python version 2. These particular
settings required additional efforts to select correct program dependencies, i.e., adjusting
dependency information among program variables, which is discussed in 1Ili¢ et al. [31].
Except for the Cuckoo sandbox system, all other codes used in the conduction of this
research (i.e., codes for sample submission, reports collection, manipulation, training and
validation of machine models, visualization of the results, etc.) were implemented in the
latest Python 3 version.
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(v) Selection of the analysis virtual machine operating system. We set a basic configuration
of a Windows 7 virtual machine, which is more vulnerable with respect to malware attacks
than more recent operating systems. Microsoft Office 2013 is installed, which supports a
wide set of document formats present in the dataset.

(vi) Configuration of anti-evasion techniques. We introduced or enabled a set of anti-
evasion techniques in the Cuckoo sandbox:

e  We configured a Python agent, which monitors events while file samples are being
executed and runs silently in the background.

e  The analysis virtual machine is configured with usage history and data, a custom
username, and software. Special attention was devoted to the browsers” history since
we previously noticed frequent checks of Internet browser activities conducted by
some malware samples.

e  The VMware tools were intentionally omitted, and processing resources of the analysis
virtual machine were unusually abundant for a sandbox in order to prevent sophisti-
cated malware samples from recognizing and evading the sandbox techniques.

e  The user action imitation technique (e.g., mouse move, click, etc.) integrated into the
Cuckoo sandbox was enabled, and the execution time was increased to two minutes
per file sample.

e  The analysis virtual machine had limited Internet access with the firewall configured
in front of the laboratory environment.

(vii) Configuration of the Python runtime environment. Some malware file samples, e.g.,
ransomware samples, perform a significant number of activities when executed in the
sandbox system. Thus, the generated sandbox analysis reports were of significant size
(i.e., multiple gigabytes). To process such large inputs during the generation of machine
learning models, it was necessary to adjust the Python runtime environment by increasing
the maximum recursion depth in order to allow for the loading of entire reports from JSON
files. Without this change it would not be possible to deal with reports of significant size.

(viii) Generation of the API call dataset for the feature ablation study. One of the aims of
this study is to demonstrate that the discriminative power of the full-featured sandbox
reports discussed in (iii) is greater than the discriminative power of just API call sequences.
Thus, for the purpose of the ablation study, we derive a subset that we refer to as the API
call dataset. Samples in this dataset contain only information on API calls derived from
samples in the full-featured dataset (cf. the “API calls” columns in Table 1). The generation
of the API call dataset was performed automatically by applying a regular expression-based
Python script. The size of the benign and malware portions of the API call dataset are 848
MB and 18 GB, respectively.

4. Results
4.1. Model and Metrics Selection

In Section 2.3, we briefly discussed the application of random forest models in our
malware analysis system. For this purpose, we resort to the scikit-learn library (cf. Pe-
dregosa et al. [32]). However, the training and validation of the underlying models have
been performed in experimental settings. We apply a three-way factorial design, i.e., we
consider three independent variables: the feature set, the feature representation technique,
and the random forest model hyperparameter settings.

The first independent variable is related to the feature set and has two levels: we apply
a dataset containing full-featured reports generated by the Cuckoo sandbox and a dataset
whose samples contain only API call sequences. Both datasets described in the previous
section (i.e., the full-featured and API call datasets) are transformed into pandas data structures
(cf. McKinney et al. [33]) and stored as Python pickle files (i.e., byte streams). In addition, each
sample is annotated: the label “0” is assigned to benign samples and “1” to malware samples.
However, the full feature dataset was further processed. Since the malware part of this dataset
was too big to fit into RAM memory, we divided it into three consecutive Python pickle files
and then performed the subsampling process in the following steps:



Electronics 2024, 13, 3553

90f15

Loading the panda’s data frames and shuffling them.
Subsampling, i.e., we randomly selected 70 percent of each panda’s data frame, keep-
ing the original textual reports representing the selected samples.

e  Storing, i.e., all subsample instances were stored in one data frame, which is addition-
ally shuffled. This data frame was transformed into a pickle file.

After this subsampling phase, the selected part of the full features dataset contained
15,542 randomly selected samples (i.e., 8217 benign and 7325 malware).

The second independent variable is related to the feature representation technique
and has two levels: we apply the count vectorizer (CV) and the term frequency-inverse
document frequency vectorizer (TF-IDF), cf. Pedregosa et al. [32]. Using these techniques,
we wanted to examine whether taking into account the importance of a feature to a sample
(TF-IDF) will improve performance when compared to taking only term frequencies (CV)
into account. For both feature representation techniques, we randomly divided each of
the given datasets into a training set (80 percent) and a validation set (20 percent). After
combining the first two independent variables (i.e., 2 feature sets x 2 feature representation
techniques), we generated four pickle-based datasets:

Full-featured samples represented by CV;
Full-featured samples represented by TF-IDF;
API calls samples represented by CV;

API calls samples represented by TF-IDF;

which serve as points of departure for model training and validation.

The third independent variable relates to the random forest model hyperparameters. The
first considered hyperparameter is the number of trees in a random forest. This parameter
takes values ranging [1, 100]. Other hyperparameters of an RF model include the following:
max_depth, min_samples_split, min_samples_leaf, and max_features, each of which takes three distinct
values ([None, 100, 1000], [2, 100, 1000], [1, 100, 1000], and [sqrt, 0.1, 0.2], respectively). The
hyperparameter values are discussed in more detail in Section 4.3.

We apply information gain to estimate the discriminative power of an explanatory
feature with respect to the class feature (i.e., the “criterion” hyperparameter was set to the
value “entropy”). Finally, we applied the accuracy measure as the dependent variable.

When the independent variables were combined, we obtained a 2 x 2 x (100 x 9)
factorial design, i.e., we trained and tested 3600 random forest models.

4.2. Experiment

With respect to the underlying dataset (i.e., feature set), these models can be divided into
four groups, each of which contains 900 models. Table 3 provides additional information for
the optimal model among each of the considered groups. For each of these models, a set of
evaluation measure values have been provided (i.e., validation accuracy, precision, and recall for
each class, and macro average precision, recall, and Fl-score), and information of the underlying
dataset (i.e., the number and distribution of samples and the number of features).

The first group of models is related to the experimental condition concerning the full-
teatured reports represented with CV. Figure 2(left) provides a graphical representation of the
validation accuracy with respect to the number of decision trees in a random forest model. The
maximum validation accuracy of 99.74 percent was obtained for the random forest model with
seven trees. The confusion matrix obtained for this model is given in Figure 2(right), and the
derived evaluation measures are provided in Table 3 (cf. the second column).

Table 3. Results, control mechanisms, and metrics in RF.

CV Full TE-IDF Full CV API Calls TF-IDF API Calls
Num. of trees in the optimal model 7 26 32 66
Validation accuracy (%) 99.74 99.68 95.56 95.4
Precision (benign) 0.997 0.997 0.935 0.933
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Table 3. Cont.

CV Full TE-IDF Full CV API Calls TE-IDF API Calls
Precision (malware) 0.998 0.996 0.982 0.982
Macro average precision 0.997 0.998 0.959 0.957
Recall (benign) 0.998 0.997 0.985 0.985
Recall (malware) 0.996 0.998 0.921 0.918
Macro-average recall 0.997 0.995 0.953 0.952
Macro-average F1 0.997 0.997 0.954 0.954
Num. of samples 15,542 0.997 15,542 15,542
Num. of features 25,066,934 25,066,934 294 294
Benign samples 8217 8217 4968 4968
Malware samples 7325 7325 6891 6891

Figure 2. Full-featured reports represented with CV: (left) a graphical representation of the validation
accuracy with respect to the number of decision trees in a random forest model; (right) the confusion
matrix obtained for the optimal random forest model (0—benign, 1—malware).

The second group of models is related to the experimental condition concerning the full-
featured reports represented with TF-IDE. A graphical representation of the evaluation results is
provided in Figure 3(left). The maximum validation accuracy of 99.68 percent was obtained for
the random forest model with 26 trees. The confusion matrix obtained for this model is given in
Figure 3(right), and the derived evaluation measures are provided in Table 3 (cf. the third column).

Figure 3. Full-featured reports represented with TE-IDF: (left) a graphical representation of the
validation accuracy with respect to the number of decision trees in a random forest model; (right) the
confusion matrix obtained for the optimal random forest model (0—benign, I—malware).
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The third group is related to the experimental condition concerning the API calls
sequences dataset represented with CV. The evaluation results are provided in Figure 4.
The maximum validation accuracy of 95.56 percent was obtained for the random forest
model with 32 trees (cf. also fourth column of Table 3).

Figure 4. API call sequences represented with CV: (left) a graphical representation of the validation
accuracy with respect to the number of decision trees in a random forest model, (right) the confusion
matrix obtained for the optimal random forest model (0—benign, 1—malware).

Finally, the fourth group is related to the experimental condition concerning the API
calls sequence dataset represented with TF-IDE. The evaluation results are provided in
Figure 5. The maximum validation accuracy of 95.4 percent was obtained for the random
forest model with 66 trees (cf. also the fifth column of Table 3).

Confusion Matrix TF-IDF
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Figure 5. API call sequences represented with TF-IDF: (left) a graphical representation of the
validation accuracy with respect to the number of decision trees in a random forest model; (right) the
confusion matrix obtained for the optimal random forest model (0—benign, I—malware).

4.3. Computing Resources and Trade-Offs

The training and testing of the underlying models were performed on a Debian
server VM, with resources of 16 virtual CPUs, approximately 900 GB of DDR5 memory,
and a 2.5 TB virtual hard disk. During the feature extraction process (by applying the
CV and TF-IDF techniques), the entire memory was used, which occasionally caused
unexpected termination of the Python scripts until we performed the random subsampling
of the malware part of the dataset to 70 percent of its initial size. The value of 70 percent
was determined in a process of iterative subsampling in steps of 5 percent, aimed at
determining the maximum dataset size, which will engage the entire memory but not cause
an unexpected termination of the Python scripts.

The results of the further optimization process are shown in Table 4, where each row
represents the group of 100 RF models, in which the hyperparameter representing the
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number of trees (i.e., n_estimators parameter) takes values in the range [1, 100]. The columns
are organized as follows:

e Random forest hyperparameters (max_depth, min_samples_split, min_samples_leaf, and
max_features) represent parameter values applied to each RF group of models in the
optimization process.

e  Computing resources (Exec. time, Max. RAM cons., Max. CPU cons.) describe the
resources required to load the extracted features from the files stored on the disk (previously
saved to the pickle file for both CV and TF-IDF) and to train and test the RF models.

e  Results provide the maximum validation accuracy in the group and the number of
trees in an RF model at which it was obtained.

Table 4. RF optimization and computing resources.

Random Forest Hyperparameters Computing Resources Results

Exec. Max. RAM  Max. CPU  # Trees at Max.

Datasets  Max_depth Min_samples_split Min_samples_leaf Max_features Time (h) Cons. (GB) Cons. (%) Max. Acc. AValidatio?
ccuracy (%)
1 None 2 1 sqrt 7.00 19,3 6 89 99.067
2 100 2 1 sqrt 7.80 193 6.7 93 99.099
3 None 100 1 sqrt 6.25 17.8 6.78 25 98.874
T4 None 2 100 sqrt 5.90 18 6.47 72 89.836
"5 reports None 2 1 0.1 50.21 18.31 6.47 45 99.742
6V 1000 2 1 sqrt 7.01 18.34 6.81 87 99.067
7 None 1000 1 sqrt 550 18 65 33 98.617
8 None 2 1000 sqrt 7.75 18 6.5 69 76.841
o 100 2 1 02 70.84 45 22 7 99.743
10 None 2 1 sqrt 6.11 20 7 86 99.035
1 100 2 1 sqrt 7.50 20 7 86 99.035
1 None 100 1 sqrt 5.34 18.8 7 79 98.617
18 Fall None 2 100 sqrt 5.00 18 6.44 95 92.879
14 reports None 2 1 0.1 4333 19 6.38 94 99.614
15 TEIDF 1000 2 1 sqrt 6.00 19.03 6.47 16 98.874
16 None 1000 1 sqrt 5.00 19.99 6.62 51 97.813
7 None 2 1000 sqrt 5.00 18.44 6,7 55 79.607
18 100 2 1 0.2 61.09 20.4 7 26 99.678
19 None 2 1 sqrt 0.06 18 6 33 95.529
20 100 2 1 sqrt 0.06 18 6 79 95.529
21 None 100 1 sqrt 0.06 18 6 9 94,854
T2 None 2 100 sqrt 0.06 18 6 8 92.536
23 caﬁ:(IfV None 2 1 0.1 0.06 18 6 21 95.433
2 1000 2 1 sqrt 0.06 18 6 13 95.497
25 None 1000 1 sqrt 0.06 18 6 38 93.921
C26 None 2 1000 sqrt 0.06 18 6 16 78.868
C27 100 2 1 0.2 0.0 18 6 32 95.561
28 None 2 1 sqrt 0.07 18 65 43 95.24
29 100 2 1 sqrt 0.07 18 65 43 95.24
T30 None 100 1 sqrt 0.05 18 65 2 94.757
31 APT None 2 100 sqrt 0.03 18 65 4 93.149
T3 callsTF- None 2 1 0.1 0.08 18 6.5 92 95.368
a3 IDF 1000 2 1 sqrt 0.06 18 65 3 9524
S None 1000 1 sqrt 0.03 18 6.5 93 93.599
I None 2 1000 sqrt 0.02 18 65 14 89.643
T 36 100 2 1 02 013 18 65 66 95.4

The values highlighted in red represent very long computation time, in blue the highest validation accuracy
values, and in green the acceptable validation accuracy values with significantly less computational time.

The maximum accuracy values (cf. cells marked in blue in the last column) were
obtained with the combination of a max_depth value of 100 and max_features of 0.2 but ata
significant cost in terms of execution time (over 70 and 60 h for full reports dataset with CV
and TF-IDF, respectively; cf. cells marked in light red). Additional experimental settings,
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which obtained slightly lower but still satisfying validation accuracies at significantly lower
execution times, are marked in green.

It can be observed that increasing the values of the min_samples_split and min_samples_leaf
hyperparameters did not positively affect the validation accuracy. However, setting the hy-
perparameters max_depth to 100 and max_features (i.e., the number of the features considered
at node split) to 0.1 and 0.2 (i.e., 10 and 20 percent of all features, respectively) increased the
validation accuracy and computational time.

With the increase in the value of the max_features hyperparameter, the number of
trees at which the maximum validation accuracy was achieved decreased to only 7 for
CV and 26 for TF-IDF. This indicates that, in practice, the number of trees in an RF model
may be decreased to 30, which would significantly reduce the execution time required
for the development of a model (i.e., from approximately 70 h to 20 h for CV and from
approximately 61 h to 18 h for TF-IDEF).

The RF models obtained from the API call dataset were less time demanding but also
achieved lower validation accuracy. Such results are due to the significantly lower number
of features considered in the API call dataset, i.e., 294 API-related features compared to
over 25 million features present in the full report dataset.

5. Discussion

The main result given in Table 3 is that the RF models trained and evaluated on the
full-featured datasets display higher validation accuracy than the RF models trained and
evaluated on the API call dataset. This is in line with the starting assumption that the
discriminative power of the full-featured sandbox reports discussed is greater than the
discriminative power of just API call sequences.

Finally, the validation accuracy achieved on datasets containing CV features is slightly
higher than the validation accuracy achieved on datasets containing TF-IDF features. This
difference is not necessarily significant, but a possible underlying reason may be that the raw
count of occurrences of tokens in CV is more indicative than the normalized values in TF-IDE

The full-featured dataset contains samples that induce API calls, as well as samples that
do not induce API calls. The validation accuracy obtained on this dataset is 99.74 percent.
On the other hand, the API call dataset contains only samples that induce API calls, and
the validation accuracy obtained on this dataset is 95.56 percent. Thus, we demonstrated
that considering a more comprehensive feature set (i.e., going beyond API calls) improves
the classification accuracy of malware and benign samples (i.e., the samples that do not
induce API calls were classified with high accuracy).

The question that may arise here is why the second dataset contains only samples
that induce API calls. First, if we also considered samples that do not induce API calls in
the second dataset (i.e., if we added 6.13 percent of malware samples and 39.52 percent
of benign samples), the accuracy result in the second case would be lower. However, this
would not affect our conclusion: the validation accuracy obtained in the first case would
still be higher than in the second case. Second, our samples were selected randomly to
avoid subjective bias. Still, we do not claim that the share of samples that do not induce
API calls is representative of a real-life distribution. Thus, if we included all samples in
the second dataset, another question could arise: has the validation accuracy of models
based only on API calls been artificially decreased by increasing the share of samples that
do not induce API calls? To prevent this, we decided to evaluate these models on a dataset
containing only samples that induce API calls, which maximizes the obtained accuracy. It
is important to note that even in this “maximized” condition, the accuracy obtained when
considering API calls is only lower than the accuracy obtained by the more comprehensive
feature set—in line with our starting hypothesis.

6. Conclusions

In the research community, API call sequences are widely acknowledged as discrimi-
native features in the context of dynamic malware analysis. However, a significant number
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of benign samples do not use operating system API calls (e.g., reading of documents, etc.),
and some malware instances are implemented in a way that does not leave any trace with
respect to API calls. Only this observation would be enough to justify the extension of a
feature set beyond API calls.

Still, even if we consider only binary files whose execution induces API calls, in this
study, we demonstrated that extending the feature set beyond API calls may improve the
malware detection performance. The accuracy of approximately 95.56 percent obtained
for API call sequences was increased to 99.74 percent when full-featured sandbox reports
were considered. This improvement comes with a cost: the number of features and the
computational time for random forest models are significantly increased (cf. Table 4).

However, we believe that the significance of improvement justifies these costs. As part
of future work, we intend to train and evaluate recurrent neural network-based models on
the reported dataset and perform additional analyses of the features not related to API calls.
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Abstract. In this paper, the dependence of plasma characteristics, excitation temperature,
and electron number density on the presence of fusion relevant doping elements (La and
Th) in tungsten is evaluated and compared with a pure tungsten sample. It was found that
different doping elements have little to no influence on plasma temperature, while electron
number density seems to be more sensitive to the doping element type.

1. INTRODUCTION

The properties of tungsten, i.e., high melting point, high thermal conductivity, and
low tritium retention, make it a promising material for fusion-related applications.
On the other hand, its high Z number limits allowed concentration in plasma,
which, with poor machinability, explosion dust potential, and irradiation-induced
transmutations, pose a significant challenge for stable and safe operation. Although
a large variety of tungsten grades and alloys already exist, numerous attempts to
further optimize these materials are ongoing, Waseem et al., 2016. Investigations
are needed to address many different issues related to the plasma-facing material
(PFM) performance when exposed to thermal loads, neutron irradiation, and the
plasma, Pintsuk et al. 2019. Erosion of tungsten under high localized thermal loads
occurring during plasma disruption, vertical displacement events (VDEs), and the
edge-localized mode (ELM) have an analogy with W erosion during laser ablation,
Oderji et al. 2016. Following this analogy, the present research was undertaken to
study plasma properties produced by laser ablation of pure and doped tungsten
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(with La and Th) using optical emission spectroscopy methods. Both doping
elements are relevant for fusion technology, Gietl et al., 2022, and Raj et al., 2022.
The 1dea is to get insight into the dependence of plasma characteristics on different
doping elements present in tungsten targets, which is essential for clarifying the
impact of these elements in fusion-related applications.

2. EXPERIMENTAL SETUP

Different tungsten targets (pure W; 98,5%W+1.5%La,0;, 98%W+2%ThO,) were
placed on the PC controllable x-y table. A Q-switched Nd:YAG pulsed laser
(Quantel, 4 = 532 nm, energy 40 mJ, pulse duration 0.6 ns) was used to induce
plasma on the target. The laser beam was focused on a target using a lens of 10 cm
focal length. Light emitted from a plasma was collected with a fiber optic cable (O
= 400 um) and detected using an imaging spectrometer Shamrock 303 Andor
equipped with the Andor iStar DH734 camera. The iCCD camera was operated in
the full-vertical binning mode and controlled using a pulse generator (DDG 535,
Stanford Research Systems). Delay was set to 0.5 ps, and the gate used was 2.5 ps.
All measurements were performed in an argon atmosphere at 10 mbar pressure.

3. RESULTS

Typical spectra obtained with the employed setup are shown in Fig 1.
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Figure 1: Characteristic LIBS spectra of pure and doped tungsten samples.
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LIBS STUDY OF FUSION-RELEVANT TUNGSTEN

The most dominant lines belong to neutral and singly ionized tungsten for all target
materials. These rich spectra of tungsten were suitable for excitation temperature
determination by a Boltzmann plot method. An example of a Boltzmann plot for a
pure tungsten target is given in Fig 2. The excitation temperature, 7. calculated
from the lines of singly ionized W was 13500K+1000K, slightly higher than the
calculated temperature using neutral W lines (12300K+900K). The observed
difference in temperature values obtained from a neutral atom and ion emissions is
expected for spatially integrated measurements. As explained by J.A. Aguilera et
al., 2004, in that case, the Boltzmann plots of neutral atoms and ions provide two
different apparent excitation temperatures that correspond to the respective
population averages of the local electronic temperature in the plasma. For all target
materials, the obtained temperature values were similar (within the measurement
uncertainty), implying an insignificant influence of doping elements on the plasma
temperature.

0 - y = -0.859x + 3.320
R?=0.898
1 4 i Tope= (1.16 £0.09) eV
— -2 o é
A 4
<
-3
E y=-0.941x + 1.133
— -4 A R?=0.925
AWI 7..= (1.06 + 0.08) eV
2 mwil
_6 1 1 1 I 1
2 3 4 5 6 7
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Figure 2: Boltzmann plot used to determine excitation temperature in LIBS plasma
induced on a pure tungsten target.

For electron number density, N, estimation, a Stark broadening of the H, line was

used, Fig. 3. Based on the FWHM of the H, spectral line and using the
approximative formula (1), N, was calculated. The results are shown in Table 1.

N,[m™3] = 1023 % (ws,[nm]/1.098) 47135 (1)

Table 1: Electron number density determined using Stark broadening of H,, line.

Target H, N, (10”2 m™)
Pure W 0.503 2.84
Thoriated W 0.557 3.37
Lanthanated W 0.510 2.91

241



BILJANA STANKOV et al.

Figure 3: Stark broadened H,, line profiles used to evaluate N..
4. CONCLUSION

Different doping elements seem to have a negligible impact on laser-induced
plasma excitation temperature. Electron number density shows slightly higher
values in the case of thoriated W compared both to pure and lanthanated tungsten.
A possible reason for this is the lower energy needed for significant erosion of
thorium doped tungsten, already observed in experiments with tungsten-based
cathodes, Casado et al., 2002. For a deeper understanding of the influence of
doping elements on plasma properties, temporally and spatially resolved
measurements are needed and are currently underway.
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Abstract—Frequency-locked loops (FLLs) represent a viable
way of generating a range of frequencies from a single reference
frequency by using a negative feedback electronic control system
that compares the frequency of a controlled oscillator to the
reference one. A digital synthesizable FLL is designed in 130 nm
CMOS technology for a target frequency of up to 640 MHz.
It employs a wide-tuning range digitally controlled oscillator
(DCO) assembled from tri-state inverters in the form of a
matrix. The FLL can optionally use a bang-bang or a soft-
programmable standard proportional-integral-derivative (PID)
controller to regulate the feedback loop. Its design practically
minimizes metastability occurrence. The proposed digital FLL
occupies 100um x 330um and consumes 3.5mW in typical
operating conditions. The reference clock is 16 MHz, and the
output oscillation frequency is set to 640 MHz, while the achieved
frequency resolution is 2.8 MHz.

Keywords—Frequency-locked loop, digitally controlled oscil-
lator, clock generator, synthesizable, CMOS technology, PID
controller, metastability.

I. INTRODUCTION

Nowadays, phase-locked loops (PLLs) and delay-locked
loops (DLLs) represent ubiquitous chip design blocks. Count-
less chip applications require either a clock generator or a
frequency synthesizer, which implies implementing one of
these blocks within the system. The main function of this
design block is to generate a stable and accurate output
signal whose phase is adjustable relative to the phase of the
input signal while consequently maintaining the relationship
between input and output frequency. However, even complex
systems very frequently require a clock generator, which only
multiplies the input frequency without taking special care of
the clock phase and the absolute jitter. In such instances, only
an FLL is necessary for such requirements.

By definition, an FLL is a negative feedback control system
that locks the output frequency signal to the target frequency.
Principally, it continuously controls the oscillator frequency in
an automated way until its output frequency matches the target
value, after which that value is maintained at the output. There
are various ways to implement an FLL [1]. Moreover, FLLs
as integrated circuits can also be classified into two groups:
digital and analog FLLs. Although an obvious drawback of
the former is the maximum frequency and its resolution,
they possess numerous other advantages over their analog
counterparts. They occupy less space, exhibit greater resistance
to PVT variations, are easily portable to various technologies,

979-8-3503-8699-8/24/$31.00 ©2024 IEEE

and hence enable reusability, scalability, a simpler design flow
methodology, and faster design cycles. Taking all this into
account, it generally seems better to go into the development of
the digital FLLLs whenever the system architecture specification
allows it. Therefore, the focus of this work and of the authors
in general is to design and improve simple but powerful
synthesizable digital chip building blocks.

This paper concretely proposes a synthesizable digital FLL
similar to the one in [2], with improved FLL locking speed [3]
and reduced metastability risk. The oscillator is a tri-state
inverter ring-based DCO from [4] modified by adding an
independent DCO supply voltage with level shifters and by
choosing a five-stage [5] instead of a three-stage oscillating
ring topology.

The rest of the paper includes three additional sections. Sec-
tion II describes the proposed digital FLL on a system, block,
and circuit level. Section III presents the implementation and
achieved simulation results. Finally, Section IV concludes the
paper and mentions future work.

II. PROPOSED DIGITAL FREQUENCY-LOCKED LOOP

This paper proposes a relatively simple but efficient digital
FLL, whose block-level system architecture is depicted in
Fig. 1. Practically, the proposed FLL is comprised of two
blocks: the digitally controlled oscillator and the control logic
block, which generates the DCO input signals based on the
current DCO frequency. The configuration inputs of the FLL,
such as the frequency multiplier (or the frequency control
word, FCW), PID controller coefficients, and mode selection,
are not displayed in the figure for the sake of simplicity.

A. Frequency-Locked Loop Control Logic

The FLL control logic consists of two independent process-
ing branches, which represent two mutually exclusive FLL
control modes. Both modes receive as an input a binary
value that corresponds to the number of DCO clock periods
within the reference clock period. Also, both control modes
generate a binary value, which represents the oscillator control
word directly proportional to the output frequency. The main
difference between the modes is the FLL locking speed and
setup simplicity. The aim of the FLL control logic is to
equalize the frequency multiplier input and the DCO clock
period count value as fast and precisely as possible, which
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Fig. 1: Proposed digital frequency-locked loop block diagram composed of: the control logic block (left) and the digitally controlled oscillator (right).

leads to the DCO achieving the desired frequency. It is divided
into several stages, as described in the following sections.

1) Control Preprocessing: The control preprocessing stage
includes several blocks whose function is to convert the
information about the DCO clock frequency into a control
logic binary value input. Firstly, to determine the oscillation
speed of the DCO, a counter is required. Grey counter was
chosen over its binary counterpart because it significantly
reduces the counter sampling metastability since in Grey code
each successive value differs by a single bit. The drawback of
this approach is that the Grey counter has a lower maximum
operating frequency than the binary counter. In order to reduce
the metastability risk even to a greater extent, each bit of
the Grey counter output passes through a double flip-flop
synchronizer to safely cross into the reference clock domain.
Afterwards, the synchronized Grey counter value is converted
to binary format and sampled for further processing.

2) Bang-Bang Control: The first FLL control block is very
similar to a bang-bang (or on-off) controller, a feedback con-
troller that switches between two states. It compares the input
frequency multiplier with the sampled DCO counter value
and decides whether to increment, decrement, or disable the
succeeding block, an up-down counter. This ensures gradual
control and locking upon reaching the desired frequency.

3) PID Control: In the second control mode, the DCO
control word is generated by a configurable PID controller.
A PID controller is a feedback-loop-based control mechanism
that works by continuously correcting and scaling the input
error signal, that is the difference between the measured
process variable (the sampled DCO counter value) and the
desired setpoint reference (the frequency multiplier input). The
correction and scaling are distributed into three components:
proportional (P), integral (I), and derivative (D), implemented
as configurable fixed-point inputs fed from a register bank.

The purpose of the P component is to control the speed
of the control system’s response by directly multiplying the

error signal by a constant factor. The I component is used
for reducing the steady-state error, by scaling the error by
a constant factor and summing the result over time. The
D component is proportional to the error change rate, and
its aim is to limit the output in order to decrease potential
overshoots or oscillations caused by the P and I components,
without decreasing the controller speed. Since in this system
the setpoint is constant and there are no fast input changes that
may cause these issues, the P and I components are sufficient
for a smooth and stable system response.

4) Control Decoder: The role of the control decoder is to
convert the control data from one binary value to a set of
DCO control inputs. There are three such inputs: Row On,
a unary (thermometer) coded vector, which turns on several
entire DCO tri-state inverter rows; Row Select, a one-hot coded
vector, which enables one addition] DCO tri-state inverter
row; and Column Select, a unary coded vector, which enables
several DCO tri-state inverter columns. In order for an inverter
to be turned on, either Row On or both Row Select and
Column Select for the corresponding bit should be set to 1.
The width of each vector is equal to the input width. This is
all described in much more detail in the following section.

B. Digitally Controlled Oscillator Structure

“At the heart of every phase-locked loop lies an oscilla-
tor, playing a critical role in the performance that can be
achieved.” [7]

The digitally controlled oscillator proposed in this paper is
a ring-based oscillator, suitable for a clock generator system.
The ring oscillator is a cascaded combination of delay stages
connected in a closed-loop chain [8]. Ring architectures are
more compact than LC-based oscillators and benefit from their
regular, periodic spatial structure. The generalized structure of
the DCO used within the described FLL is based on a matrix
of CMOS tri-state inverters [9]. This matrix is composed of N-
stage tri-state inverter rings connected in parallel. N represents

Authorized licensed use limited to: UNIVERSITY OF NOTTINGHAM. Downloaded on October 16,2024 at 14:51:27 UTC from IEEE Xplore. Restrictions apply.



Column Control

Idld
-
Laila

[01U0D) MOY

£

Phase 0

»-
'S
‘k‘.

vy

Phase 1
! ! Phase 2
Phase 3
Phase 4

7YY TYY
YYY vyY

idld
-
| L= s

YYY YY) -=m-

>
'S
I'S
»-
»-
»

YYY

»
»-
»

DCO

Fig. 2: Five-stage tri-state inverter ring-based digitally controlled oscillator (DCO) with level shifters and highlighted always-on row.
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Fig. 3: DCO cell at the (a) logic circuit level and (b) CMOS transistor level.

the number of DCO stages (phases) and must be an odd
number greater than or equal to 3 (for single-ended DCOs).
Physically, the matrix can be reshaped into a square, which
leads to simpler control logic. One or more rings are always
enabled and define the base DCO frequency. Other tri-state
inverters turn on and off depending on their control logic.

The formula for the oscillation frequency of this particular
DCO implementation is as follows:

1
2Nty 2NCioaVopL

fosc - (1)

VppL
MP1 MP2
INH OUTL
MNI1 MN2
Vss
(a)
Vbp
MP1
ouT ouT

Vv

MN1 DDL o

I

IND h""l {}o N
Vss i

(b)
Fig. 4: Schematic of (a) high-low and (b) low-high level shifters [6].

where N is the number of tri-state inverters within the ring,
tq denotes the cell delay of a single inverter, Iy is the current
flowing through one inverter, C),oq is the load capacitance of
that inverter, and Vppy, is the DCO power supply. The product
Ntq4 is doubled to get clock periods instead of half periods.
1) Proposed DCO Architecture: When it comes to topol-
ogy, with the increase in the number of DCO stages, the
frequency step, Kpco, decreases, thereby increasing the pre-
cision of the DCO. The maximum oscillator frequency also
decreases, and in order to improve it, the supply voltage can
be increased, but this leads to higher power consumption.
If the supply voltage and capacitive load per phase remain
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the same, increasing the number of stages does not affect
power consumption. However, if the total number of tri-state
inverters remains the same and gets divided into a larger
number of stages, this reduces the capacitive load per phase,
leading to lower power consumption. In mathematical terms,
this can be explained as follows: An [N-stage ring operating
at a frequency of fy consumes a dynamic power equal
to P = N foscCiotViiy» Where Cy denotes the total load
capacitance seen by one stage. Also, fosc = 1/(2Nt4). Thus,
P = CitVi3or./(2t4), a quantity independent of N [7].

In this paper, a DCO topology with five stages is proposed
because of the satisfying trade-off between performance and
power consumption. Fig. 2 shows the structure of the DCO
used in the proposed FLL implementation. Each stage of the
DCO consists of 54 tri-state inverters, giving a total of 270
inverters. Tri-state inverters are arranged in 18 rows and 15
columns. The FLL control logic controls 17 rows and all 15
columns, which means there are 255 frequency steps. The
remaining row with 3x5 tri-state inverters is always on. As
more inverters in each stage are turned on by the FLL control
logic, the current driving strength of the stage increases while
its capacitive load remains essentially constant, resulting in an
increase in the output oscillation frequency [4].

2) DCO Cell Block Diagram: In order to efficiently adjust
the output frequency of the DCO, a set of DCO control inputs
that specifically target the DCO column/row matrix structure is
introduced: signals Row On, Row Select, and Column Select,
described in the Column Decoder section. Accordingly, each
individual tri-state inverter has its own control unit in the form
of an AND-OR standard cell, and together they form a larger
block called a DCO cell. Fig. 3 shows the DCO cell schematic
at logic circuit level and CMOS transistor level.

3) DCO Level Shifters: The DCO operates at its own
supply voltage (named Vppr), which is different from the
supply voltage of the rest of the FLL logic. The advantage of
such a design is the ability to adjust the DCO supply voltage
independently after chip fabrication in order to set up the de-
sired frequency resolution and range, depending on the process
corner in which the fabrication was carried out. Furthermore,
by being able to reduce the DCO supply voltage, one can
significantly reduce the DCO power dissipation because of its
quadratic dependence on the supply voltage.

An independent DCO power domain was achieved by
inserting level shifters at the inputs and outputs of the DCO,
as shown in Fig. 2. Since the DCO power domain is lower
than the rest of the system, high-low level shifters (HLLS)
are placed at the DCO control inputs and low-high level
shifters (LHLS) at the output phases. Conventional level shifter
circuits used in this system are shown in Fig. 4. The HLLS
is practically a buffer composed of two inverters used as pull-
up or pull-down logic. The LHLS is a positive-feedback-based
regenerative logic circuit [6] that consists of two cross-coupled
PMOS, two NMOS transistors, and an inverter.

The level shifters could introduce a potential disturbance
of the duty cycle at the output of the LHLS, which can be
mitigated with additional buffering of the DCO outputs.

III. IMPLEMENTATION AND RESULTS

The proposed digital FLL is implemented using System Ver-
ilog in 130nm CMOS technology. The DCO is implemented
as an independent macro using only standard cell libraries.
The entire design occupies 33000 um?, 13 % of which is the
DCO. The reference clock is 16 MHz, the DCO clock is set
to 640 MHz, and the frequency resolution is 2.8 MHz. The
power supplies for the FLL logic and the DCO are 1.2V
and 1.1V, with RMS current consumption of 0.9 mA and
2.185 mA, respectively. The FLL layout is displayed in Fig. 5.
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Fig. 5: Digital FLL layout, with the DCO in the bottom right corner.
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Fig. 6: FLL simulation in (a) PID mode and (b) bang-bang mode.
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Fig. 7: (a) Oscillation frequency and (b) frequency step dependence on the number of turned-on tri-state inverters for the slowest, typical and fastest corners.

A. Frequency-Locked Loop Functional Simulation

FLL simulation in both control modes is displayed in Fig. 6.
From the waveforms, it can be noticed that both modes achieve
a stable FLL lock with an output frequency extremely close
to the desired frequency, with the error being in the range of
the DCO resolution (below 3 MHz). However, in PID mode
(P=15, I=15, D=0), locking is performed much faster, within
1.83 us in comparison with 13.13 us in bang-bang mode.

B. PVT Dependence of the Digitally Controlled Oscillator

To determine the behavior of the DCO in realistic condi-
tions, it is necessary to check various PVT (process, voltage,
temperature) corners. Three important PVT corners were an-
alyzed: the worst (slow) case corner (slow-slow, Vpp=1.1V,
VopL=1V, 125°C), the typical case corner (typical-typical,
Vop=1.2V, VpprL=1.1V, 40 °C), and the best (fast) case corner
(fast-fast, Vpp=1.3V, VpprL=1.2V, -40°C).

In order to significantly reduce post-extraction simulation
time without losing accuracy, the DCO simulations were
performed on the extracted DCO cell and level shifters, with
an additional parasitic capacitor at each DCO phase whose
value was derived from the extraction results of the entire
FLL. Fig. 7 shows the DCO frequency and the frequency
step, Kpco, dependence on the number of turned-on tri-state
inverters (i.e., on the DCO control word) for the worst, typical,
and best PVT corner cases. TABLE I shows the frequency
range and average Kpco in the three analyzed corners.

Although in the worst corner the frequency does not reach
640 MHz, this can easily be achieved by increasing the DCO
supply voltage, Vppr. Frequency dependence on each of the

TABLE I: DCO frequency range and average frequency step, Kpco.

Corner fmin fmax AVg. KDCO
Slow 27.2 MHz 502 MHz 1.8 MHz

Typical 42 MHz 764 MHz 2.8 MHz
Fast 63.3MHz | 1.146 GHz 4.2 MHz

PVT parameters can also be analyzed independently. Respec-
tively, the frequency will increase with a faster process corner,
a higher supply voltage, or a lower temperature.

C. Digitally Controlled Oscillator Timing

A simple post-extraction simulation of the DCO in the
typical case corner is depicted in Fig. 8, displaying generated
clock signals at each of the five phases of the DCO. The signals
shown are obtained at the input of the LHLS (VppL voltage
domain) and at the LHLS output (Vpp voltage domain).
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Fig. 8: Generated clock of 5 DCO phases in Vpp and VppL power domain.

As shown by equation (1), fsc depends on g4, the cell delay
of a single tri-state inverter, which is practically an arithmetic
mean of the rising and falling clock edge delay (¢, and ty).
Another important parameter to consider is the duty cycle, or
the ratio between clock pulse width and period.

The obtained values for clock edge delays at the buffered
level shifter outputs are ¢, = 26 ps and ¢y = 20 ps. The duty
cycle ratio is approximately 48% — 52%. The shift between
two adjacent phases is approximately 940 ps.
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D. Frequency-Locked Loop Power Spectrum

Normalized power spectrum of the proposed FLL in PID
mode during the process of maintaining the 640 MHz fre-
quency at its output is shown in Fig. 9. The data was obtained
from a 15 um gate-level digital simulation, which includes an
ideal noiseless SystemVerilog model of a DCO. The simulation
output is a fully deterministic square wave made of ones and
zeros, sampled at 10 GHz, and saved for further processing.

The highest power peak in the graph represents the FLL’s
oscillating frequency, or the carrier frequency. The level of the
strongest spurious tone is —23.6 dBc, which is more than two
orders of magnitude below the carrier frequency level. In the
zoomed-in region, the reference frequency spurs can also be
seen left and right from the carrier at 16 MHz offset. The level
of the stronger reference spur is —43.8 dBc.
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Fig. 9: FLL power spectrum, with the carrier frequency at 640 MHz, the
strongest spur (center-left) level of -23.6 dBc, and reference frequency spurs
at 640 &+ 16 MHz (top-right, zoomed in) with the level of -43.8 dBc.
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E. Digitally Controlled Oscillator Phase Noise

Due to random phase deviations, the power spectrum of
a real oscillator is also smeared at frequencies around fosc.
Random phase disturbance sources [10] in terms of flicker
and thermal noise are manifested as 1/f2 and 1/f2 regions,
respectively, in the simulated open-loop DCO phase noise
profile given in Fig. 10 and obtained for the typical PVT
corner, with Vppp, of 1.1V, and fos. of 640 MHz.

IV. CONCLUSION

This paper presents a synthesizable digital FLL with a
simple but efficient design architecture. The tri-state inverter
ring-based DCO allows decent frequency resolution and fast
performance, along with simple control, portability, and scala-
bility. Two FLL control modes were presented: the bang-bang
control and the PID control. Data conversion between clock
domains and metastability protection were explained in detail.

The FLL is fully synthesizable, implemented using System-
Verilog, and, depending on the technology library, can be made
using only standard library cells with no modifications while
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Fig. 10: Phase noise spectrum of the DCO: the flicker noise region (left), the
thermal noise region (right), and the corner frequency at ~ 800 KHz.

exploiting the digital design flow methodology. It was sent for
fabrication in a 130nm CMOS technology node.

Future work will include chip testing upon fabrication
and packaging, as well as the implementation of additional
synthesizable digital blocks, such as the PLL, time-to-digital
converter (TDC), low-dropout regulator (LDO), and so on.
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Beryllium is a naturally occurring element in metal-poor stars and has been chosen as the
element to cover the first wall of ITER (International Thermonuclear Experimental
Reactor).Erosion of beryllium under transient plasma loads will determine the lifetime of the
ITER first wall, so the presence of Be dust particles in plasma should be monitored. In addition,
the Be deposits on other fusion reactor components should be studied by, for example, a
calibration-free LIBS method. This method requires determination of the plasma parameters,
which can be derived from the parameters and shape of the Be spectral lines. The study of the
Be lines shapes was performed using spectra recording of the plasma emission due to
interaction of the fourth harmonic Nd:YAG laser radiation at 266 nm, pulse energy 70 mJ at 10
Hz repetition rate with the BeO target. The target made from BeO ceramics was rotated by the
motor in the low-pressure chamber. The 1:1 image of the plasma plume was projected by
optical mirrors on the entrance slit (20 um wide) of a 0.5 m Ebert-type spectrometer with an
iCCD camera operated in the image mode and controlled using a pulse generator (DDG 535,
Stanford ResearchSystems) triggered optically by the plasma. The plasma emission was
accumulated over 160 ablation events to exclude the influence of shot-to-shot fluctuations in
the signal. The acquisition gate width was 100 ns. Since previous studies have shown some
discrepancies between obtained line shape parameters and theory2, the main task was to
enable spatially and temporally resolved measurements of Be lines of interest, which was
readily achievable with the used experimental setup. Careful inspection of the ablation and
plasma creation process provided insurance that the dust-free environment is indeed obtained
in the experimental setup. This is a quite important aspect since dust can have a significant
influence on the line shape parameters. Knowledge about its impact on the line shapes will be
highly beneficial in the future, where large amount of ITER-related dust is expected to be
formed and interfere with the plasma and its emission. Further improvement of this study is the
possibility of testing the less obvious influence of self-absorption on the line shapes and
intensities. This was achieved using the setup with the lens and flat mirror3.

beryllium, LIB S, spectral line shapes, plasma diagnostics, plasma fusion reactor
Stankov et.al., Rev. Sci., 2018, 89,053108.

Stankov et.al., EPL, 2018, 123, 63001.
Konjevic, Physics reports, 1999, 316 (6), 339-401.
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FAST PHOTOGRAPHY IN THE SERVICE OF SPATIALLY AND
TEMPORALLY RESOLVED LIBS DIAGNOSTICS OF DOPED
TUNGSTEN

BILJANA STANKQVI , MARIJANA R. (}AVRILOVIC BOZOVIC? .
DRAGAN RANKOVIC? @, JELENA SAVOVIC*® and MILIVOJE IVKOVIC!

'Institute of Physics, University of Belgrade, Pregrevica 118, 11080 Belgrade,
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*Faculty of Engineering, University of Kragujevac, Sestre Janji¢ 6,
34000 Kragujevac, Serbia
3Faculty of Physical Chemistry, University of Belgrade, 11158 Belgrade, Serbia
*Vinca Institute of Nuclear Sciences, University of Belgrade,
Mike Petrovica Alasa 12-16, 11000 Belgrade, Serbia.
E-mail biljanas@ipb.ac.rs

Abstract. The spectroscopic diagnostic of laser induced plasma is challenged by its spatial
inhomogeneity and dynamic evolution, which simultaneously alters plasma parameters and
emission of ablated material in plasma plume (Lazic at al. 2006, A. Singh at al. 2010).
Those difficulties become more pronounced when conducting spatially and temporally
resolved measurements. Choosing appropriate conditions for LIBS, such as delay time, gate
width, and observed plasma section is paramount. At atmospheric pressure, plasma tends to
stay more localized in the vicinity of the target, with specific flattened shape. In contrast,
plasma expanding into low pressure exhibits rapid and pronounced dispersion, potentially
causing plasma to move out of the field of view, and/or not being captured completely. This
can make determing the time of the maximum plasma emission intensity challenging. In
this study influence of different additives in tungsten samples on plasma plume dynamics
and expansion is investigated and possible impact on the spectroscopic diagnostics is
assesed.
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Abstract

Unmanned autonomous vehicles, driven by advancements in artificial intelligence (Al), are
transforming numerous sectors including transportation, exploration, and public service. This paper
reviews the technical and social dimensions of autonomous cars, boats, and drones, emphasizing their
Al applications in perception, decision-making, and control. An autonomous vehicle requires a
comprehensive sensor suite to perceive its environment, navigate safely, and make informed decisions.
The sensor suite typically includes a combination of sensors such as LIDAR, RADAR, GPS, IMU,
cameras, and depth sensors. These sensors provide vehicles with essential information about their
surroundings, enabling them to operate autonomously and avoid obstacles. The essential modules and
systems that enable autonomous navigation are Guidance, Navigation, and Control (GNC), Perception,
and Prediction. The basis for transport automation is the GNC system that utilizes GPS and IMU
sensors. Perception is the term used in robotics since a robot needs to perceive, be aware, sense the
world / objects around it so it can avoid them if they are on its way. Prediction is a module that
anticipates the future motion trajectories of the perceived obstacles. The output of this module gives
information to a robot path planner which generates an appropriate trajectory to go around or avoid an
obstacle (other traffic participant) that is on the way.

This abstract discusses the dual nature of Al in autonomous vehicles highlighting significant
benefits such as improved safety, reduced congestion, and enhanced energy efficiency while addressing
critical challenges including data integrity, safety reliability, ethical conflicts, and potential job
displacement. Particular attention is given to unmanned aerial systems, detailing their diverse
applications from aerial surveillance to disaster response, and discussing the accompanying technical
hurdles in localization and navigation. The paper also examines ethical considerations concerning Al
in autonomous vehicles, with a focus on decision-making algorithms, accountability, and societal
impacts such as privacy and cybersecurity. In conclusion, while unmanned vehicles present remarkable
opportunities for innovation and efficiency, they require careful regulation, rigorous interdisciplinary
research, and robust ethical frameworks to fully realize their potential and safeguard societal interests.

Keywords: Al-driven systems, autonomous systems, ethical considerations, societal impact, unmanned
vehicles.
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ABSTRACT

In this paper, the electromagnetic field problem of a line current conductor in the presence of homogenous and iso-
tropic lossy half-space is analyzed. The main difficulty in this analysis is to take correctly into account the influence of
ground finite conduct since the use of integral transformations in Maxwell's equations leads to Sommerfeld integral,
hard to evaluate even numerically. Charge Simulation Method, based on the equivalence theorem of different elec-
tromagnetic systems, is proposed here for the numerical approach. Two independent, equivalent systems created of
appropriately chosen, shaped, and arranged fictitious sources are suggested for the determination of EM field com-
ponents, in the air and in the lossy half-space. Point-matching method based on the boundary conditions between
media is applied for the determination of the fictitious source intensities. The proposed procedure has the advantage
that it takes into account the influence of the finite ground conductivity, without calculation of Sommerfeld integral
and it ensures excel-lent accuracy with a small number of fictitious sources. Also, the features of the proposed method
are simple impel-mentation on a standard PC, fast and accurate simulation procedure, and easy generalization for
some other cases of arbitrarily oriented wires of finite lengths above a lossy half space.

KEYWORDS

Lossy half-space, Line current conductor, Charge Simulation Method.

1. INTRODUCTION

Determination of the electromagnetic (EM) field of line current conductor located in the air, in the presence of homo-
geneous and isotropic lossy half-space, still attracts interest of many researchers [1-4], even though it has been more
than a century since Sommerfeld published his solution of the Hertzian-dipole radiation above real ground [5]. His
approach was to decompose the original field by an infinite number of plane waves and then apply the law of diffrac-
tion, reflection, and boundary conditions on a planar interface between the two media. This is far from a trivial task
since it requires solving a semi-infinite integral with a very complex integrand, called Sommerfeld integral (SI), which
describes the influence of a lossy half-space. Because Sl is hard to evaluate both analytically and numerically, most of
the methods for calculations have some limitations regarding under-integral parameters or calculation time.

© Faculty of Mechanical and Civil Engineering in Kraljevo. All rights reserved 1



One of the earliest attempts to solve the problem was based on transmission line analogies that led to useful results,
particularly at low frequencies, see e.g. [6]. Although this method, known as Carson’s method, does not provide a
closed-form solution, it is still the standard method for determining the frequency-dependent impedance of over-
head transmission lines. Over the past several decades, a number of studies for the calculation of magnetic field in
the surrounding of an electric power transmission lines have been published [7-13], because of concerns about pos-
sible detrimental health effects from these kinds of fields [14-16]. Novel approach based on the use of artificial intel-
ligence techniques was applied in [16-19] to estimate electric and magnetic fields around an overhead power trans-
mission lines. Recently simple approximation that can be used for modeling of one type of Sommerfeld integrals
typically occurring in the expressions that describe sources buried in the lossy ground, is proposed [20].

This problem has also been theoretically studied in the case of geophysical applications, where there is an assumption
of a uniform ground and no propagation, which leads to a quasi-static approximation. Electromagnetic field at the
surface of the ground in Fourier integral form is derived in [21]. The classical study in this area considered the EM
fields of a phased line current over a conducting half-space [22]. A very interesting theoretical approach is exposed
in [23], where the EM field components created at the ground surface by an overhead line current are expressed in
terms of the Neumann and Struve functions, and derived in a new series expansions and computations.

There are many papers on the subject that deal with various facets of Sl problem in analysis of dipole antennas in the
presence of lossy half-space [24-34]. In some of them, different simpler models were proposed, and the results ob-
tained by rigorous Sommerfeld’s integral formulation were quoted [24-26], in the other the Sl is approximately eval-
uated using different known functional solutions [27-29]. One interesting approach is proposed in [30] where the
boundary element method, combined with the exponential approximation technique, is used for treating the integral
equation for loaded wire above a lossy medium. In a number of papers [31, 32] a discrete complex image method,
based on the replacement of the lossy half-space by a few complex images is used. Complex and exact modelling of
the Sl using images is given in [33]. In [34] the key to obtain the solution was to split the incident field into evanescent
and traveling contributions. In most of these papers, the integral equations are approximately solved by the moment
method, the so-called point-matching method [35,36].

The current paper describes the details of the numerical solution for EM field of current conductor above lossy half-
space that relies on theoretical investigations of the Sommerfeld solution. An analytical solution developed in [37,38]
for the problem of the current conductor above lossy half-space is based on transformations that substitute Somer-
feld integral (obtained by the integral transformation method) with Hankel's function and their asymptotic expan-
sion. In these references, the obtained analytical solutions are compared with the known results from the literature
for the special case when ground is well conductive [39], and the obtained results show an excellent accordance
expansion. This practically justifies the proposed presentation of the complex integrals by Hankel's functions and
their asymptotic developments. Charge Simulation Method [40-42] based on the theorem of equivalence of different
electromagnetic systems, is used for numerical calculations, due to the nature of the problem, system geometry and
the influence of finite earth conductivity. Compared to other boundary methods, CSM is significantly faster and con-
ceptually much simpler since numerical integration and singularisation of the integrand are not required.

Two independent, equivalent systems are suggested in this study. The first system is applied for EM field component
determination in the air, and it consists of a primary line current conductor and several fictitious line current conduc-
tors. The second system is applied for field component determination in lossy half-space and it consists of fictitious
line current conductors only. The positions of fictitious sources are not strictly defined in advance, which enables
experienced researchers to choose the optimal configurations, which is the privilege of the method. EM field compo-
nents contain Hankel's functions which represent linear combinations of Bessel's functions. Hankel's functions with
different arguments, real in the air and complex in the ground, are obtained using recurrent relations [43]. The com-
plex intensities of unknown currents are determined by the point-matching method, where boundary conditions in
a finite number of points located on the boundary between two media have to be satisfied. Using this procedure,
electromagnetic field components can be calculated, in any point above and below the ground surface. The problem
solved here for certain cases is transformed into the application of various forms of image theorem, a special case of
the equivalence theorem. The accuracy check of the applied method can be performed through some special regimes
analysis [38]. The main contribution of the proposed procedure is that it takes into account the influence of the finite
ground conductivity, without calculating Somerfeld integral and ensures excellent accuracy with a small number of
fictitious sources. Finally, the advantage of the proposed procedure is that it can also be extended to the more de-
manding thin wire geometries which are commonly met in practice.

M. Gavrilovi¢ BoZovi¢ et al.



2. FORMULATION OF THE PROBLEM

2.1. Lonely Current Conductor

Thin, long conductor, with constant current amplitude, /, and frequency @, located in homogeneous, isotropic, lin-
ear lossy space, with dielectric constant € = g,¢,, magnetic permeability u =, 1, and specific conductivity o is

r

shown in Fig. 1. It is placed in cylindrical coordinate system (r,6,z), along z -axes by direction r=0, §=0.

y A
M
S
//
s
e
/
oy
—(o} >
I,o X

Figure 1: Lonely current conductor.

Electromagnetic field in surrounding of the conductor satisfies Maxwell's equations

rotH =J+ oE ()]
rotE = —jouH 2)
where
g=0+jwe 3)
is complex specific conductivity of space,
N /
J=Jz,J=I§(x)6(y)=ﬂ5(r) 4

where Jis the current density, and ¢ denotes Dirac’s functions.

The axial electric field component satisfies the wave equation

dE
li r_z + k2 EZ = J
rdr\ dr

aul
9
2rr (r) ©)

where k> = —jauo ,and k is a complex propagation constant of lossy space.

This equation can be written in the form

dE
li r—= |+k*E =0 (6)
rdr\ dr :

because only a lonely current conductor is considered here.

Solutions of this wave equation are Bessel’s functions of the first kind, J, (kr) , and of the second kind, N, (kr) . Since

only one solution that propagates from source to periphery is of importance, the linear combination of Bessel's func-
tions, known as Hankel’s function of the second kind is used:

HY (kr) = J, (kr)= jN, (kr) )

The solution of the wave equation, which at large distances satisfies radiation conditions,

a_E+E(j+L)=0,r_>oo (8)
or 2kr
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has the following form

E, = CHy” (kr)

)

where Cis an unknown integration constant, obtained from the condition that low frequency magnetic field intensity

Hy = RS HE (k)
wu
tends towards a constant value

limH = ——
w—0 2rmr

Since it is known that

J](kr)—>ﬁ and N](kr)e—i for kr—>0
2 7kr

integration constant is obtained in the form

Finally, electromagnetic field components are

E, =2 1o (k)

z 4 0

ki
HE = —JzH](Z) (kr)

In the radiation zone, far field approximation of Hankel’s functions can be expressed as

il krZ
Hy (kr — o) = ,/%e J[ 4]

(10)

(13)

(16)

In the immediate vicinity of the conductor, near field approximation for Hankel's functions can be taken,

HY (kr —>O)=1—j£|n(kr)
T

2.2. Line above lossy half-space

(17)

Thin, long conductor, with constant current amplitude, /, and frequency @, located in air parallel above homogeneous,
isotropic and linear lossy half-space, with dielectric constant e=&:&,, magnetic permeability u=xu, and specific con-
ductivity ¢, is shown in Fig. 2. It is placed in a cylindrical coordinate system (r, 6 z), along z-axes, with r=h, 6=7/2.

Figure 2: Linear conductor above lossy half —space.
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The electric field has only axial component,
E=E,2 E =0, E,=0, E, =E,(r,0) (18)

while magnetic field has both radial and circumferential component, which can be expressed from Maxwell's equa-
tions
1 OF, 1 OE,

H=H7+H,0, H, = . H, = ,
jour 06 jou 06

r

H,=0 (19)

z

Axial component of electric field satisfies differential equation in the air

19( OF 1 0°E wu,l m
100 Ze |y 108 L yop o ls(_pys| -1 |, 20
rar(r or ) 2o o T gy (r=h) [ Zj (20)

and wave equation in lossy half-space

JE, ( OE J’E
1 z[r ZJ+lz L +k’E, =0 (21)

rorl or ) r? o8

where k, and k are the phase constant of air and lossy half-space, respectively,

k, = o\/€, 1, (22)

(23)

and

R =+/r* + h* =2rhsin@ (24)

2.3. . Method of solution

Charge Simulation Method (CSM) is proposed as a suitable numerical approach to this problem, because of its nature,
system geometry and the influence of finite earth conductivity. As already stated in the Introduction part, CSM is
based on the theorem of equivalence of different electromagnetic systems, [36,37,38].

Two independent, equivalent systems are suggested, with the geometries shown in Fig. 3. The first one is applied for
field component determination in the air, and the second for field component determination in the lossy half-space.
The first equivalent system consists of a primary, linear, very long current conductor, with uniform amplitude current
I, and N fictitious, also linear, very long parallel conductors, with uniform amplitude currents /,,,n=1,2,..,N The sec-
ond equivalent system consists of M fictitious, linear, very long current conductors, with uniform amplitude currents
L, ,n=12,.,M.The intensities of unknown currents are determined with the points adjustment method, satisfying

boundary conditions in a finite number of points located on the boundary between two spaces.

2n’

The position of fictitious sources is not strictly defined, and it is up to the researcher to choose the optimal one. The
variant, which is chosen as optimal, is shown in Fig. 3.

Figure 3: Equivalent systems for EM field calculation. (a) In the air. (b) In the lossy half-space..
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Using the procedure given in section 2.1, EM components in lossy half-space are determined with

w, M
S (k8 @s)
n=1
k& h, cosH
H, =—j—Y 22—, H? (kR 26
J4 o Rz,, ( Zn) ( )
r—h, 5|n6’
Ho ==i7 Z LoH? (kR,, ) 27)
and, in the air
I N
E, ==L 1) (k,R) = ZE2 31 HE (KR, ) 28)
n=1
k,! hcos@ ky & h,, cosa9
H, =-j———22H? —j= @) (kR 29
r J 4 R 1 4 ; ( 0 1n) ( )
k., r—hsin@ ky &r—h, sind
H, =—j->———2H? —-j—= 1, H” (k,R 30
10 J 4 R 1 4 ; m 1 ( 0 1'7) ( )
where
R, = \/rz +h. =2rh,_sin@ and R, = \/rz +h. —2rh, sin@ (31)

The intensities of unknown currents are determined using the point-matching method, satisfying boundary condi-
tions in finite number of points located on the boundary between two spaces. Here, the boundary conditions for
tangential components of the magnetic field and normal component of the magnetic flux densities are satisfied, so
H, =H, and u,H,, = uH,,. The total number of unknown currents is L = N+ M. Boundary conditions are satisfied

in L points on the boundary surface, in N points for the first boundary condition, and in M points for the second
boundary condition.

3. NUMERICAL RESULTS

Using the procedure described in the previous section, electromagnetic field components can be calculated in any
point that belongs to one, or another half-space, for different parameters of the lower one.

The assumption is that the conductor is infinite and thin, with a currentamplitude 1A, ¥ =0, located on the distance
of 1Im from the lossy half-space. Investigations have shown that most types of lossy ground have ¢, 23 and x4, =1.

For frequencies of a few MHz, the conductivity ¢ is in the range 0.001S/m < ¢ <0.1S/m. In this paper, three types
of lossy ground are considered. The electrical characteristics of these types are shown in the Table 1.

Table 1: Electrical characteristics of three types of ground

Types of lossy ground | & | o [S/m]

dry earth (sand) 4 107
wet earth 20 1072
fresh water 80 1072

Complex current intensities of the fictitious sources for each of these types of grounds are obtained. Also, the estima-
tion of an optimal number of fictitious sources for each type of ground has been performed, based on the error anal-
ysis in satisfying the boundary conditions, with L ranging from 2 to 50.

For example, in the case of dry earth, with f =10MHz, the error analysis shows that quite satisfactory accuracy is ob-

tained evenwith N =5, M =5 ,thatistosayonly L =10 fictitious sources being used. The obtained values for current
intensities of fictitious sources for this case are presented in Table 2, in the air and the lossy ground. The rest of the
results are also illustrated for this particular example.

M. Gavrilovi¢ BoZovi¢ et al.



Table 2: Calculated intensities of currents of
fictitious sources in the air and in the lossy ground.

In the air [A] In the lossy ground [A]
Ly —0.02136 + j0.03279 | I, —0.02591+ j0.05116
I, 0.15192-j0.18325 | I, 0.22662 - j0.47136
I, | —0.50836+j0.40626 | I, | —0.96061+j2.02271

0.73974-j0.20655 | I
Iy | —0.35549-j0.16771

1.87039 - j3.83576
—0.35179+j2.56912

IZS

Table 3 gives calculated tangential and normal components of the magnetic field in various points which belong to
air, or to dry earth, again for the case of L =10 fictitious sources.

Table 3: Calculated tangential and normal components of the
magnetic field in various points which belong to air, or to dry earth.

r[m] 6’["1 H,[A/m] H,[A/m]
0.5 45 0.20641+ j0.00609 | —0.05946 - j0.007941
0.8 80 0.42965+j0.00101 | —0.445626 —j0.00824
12 | 85 | 028229+j0.00036 | 0.66106—0.00714

0.7 -75 0.01507 - j0.00029 0.09715-j0.00051
0.4 -20 0.10362 + j0.00887 0.08276 + j0.00111
1.5 -60 0.01468 — j0.00214 0.06755-j0.01915

The distribution of the intensity of the tangential component of the magnetic field in the air versus r, when 6 takes
values 20°,40° and 60°, for the chosen case is presented in Fig. 4. The distribution of the intensity of the normal

component of the magnetic field in the air versus r, when 6 takes values 20°,40° and 60° is presented in Fig. 5.

0.18
0.16f
0.14¢
0.12

0.1
0.08
0.06/
0.04
0.02}

0.35

|H,| [A/m] 11, [Am]

0 02 04 06 08 10 12 14 16 18 20 0 02 04 06 08 1.0 12 14 16 1.8 20
r [m] r [m]
Figure 4: Tangential component of the Figure 5: Normal component of the
magnetic field in the air versus r. magnetic field in the air versus r.

The error analysis has been done for the remaining two ground types, and it has been estimated that the optimal
number of fictitious sources for wet earth is L =12, and that it is necessary to increase the total number of fictitious
sources for fresh water to at least L =16 .

After the calculation of the electromagnetic field components, the resultant magnetic field is obtained as:
H, =~HH =H? +H; (32)

The distribution of the intensity of the resultant magnetic field in the air versus r, for 8 = 45°, of the line source with
sinusoidal current over the three types of imperfect ground is illustrated in Fig. 6.

FMCE Kraljevo



0.35

|H,.,| [A/m]
0.3

res

— fresh water

025! wet earth

02F

0.15¢

0.1F

0.05¢

0 02 04 06 08 1 12 14 16 18 2
 [m]

Figure 6: Resultant magnetic field versus r, and @ = 45°, for three types of imperfect ground.

4. CONCLUSION

The simulation model for analyzing a single current conductor placed above a homogenous and isotropic lossy half-
space is proposed in this paper. The three cases when lossy half-space is substituted with the three different types of
ground are particularly considered. CSM method, based on the theorem of equivalence of different electromagnetic
systems and very applicable to systems that include two or more homogenous media, is proposed for numerical so-
lution of the problem. This simulation model has a general character since it is not limited by the values of the param-
eters of the homogeneous ground. Also, the main contribution of this study is that proposed method provides taking
into account the influence of the finite ground conductivity, without the calculation of Somerfeld integral, and en-
sures excellent accuracy with the small number of fictitious sources. Compared to other boundary methods, CSM is
conceptually significantly faster and much simpler due to the fact that numerical integration and singularisation of
the integrand are not required. Finally, the advantage of the proposed procedure is in the fact that this approach can
also be generalized for the cases of various thin-wire geometries which are commonly met in practice.
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KORISNICKI INTERFEJS NOVE GENERACIJE ZA ZASTITU
OSETLJIVIH GRUPA KORISNIKA
NEXT GENERATION USER INTERFACE FOR THE PROTECTION OF
VULNERABLE GROUPS OF USERS

Milan Cabarkapa', Mina Vaskovié Jovanovi¢!
Marijana Gavrilovié BoZzovié¢!, Jasna Radulovié!
Fakultet inZenjerskih nauka, Univerzitet u Kragujevcu’

Sadriaj — Najnovija istraZivanja pokazuju da vestacka
inteligencija ima veliki potencijal u detekciji razlicitih
vrsta onlajn premji. U isto vreme, reSenja koja su trenutno
implementirana zavise od konkretne aplikacije i ne mogu
raditi na nivou operativnog sistema. Drugim recima,
resenja koja su implementirana na nivou korisnickog
interfejsa, 1j. interakcije covek-racunar (eng. Human-
computer interaction) jos uvek nisu ugledala svetlost dana
u realnom svetu i pomaci u nauci u ovom pravcu mogu
znacajno doprineti zastiti osetljivih grupa korisnika na
internetu. Imajuci to u vidu, autori predlaZu unapredenje
trenutnih reSenja primenjujuci metodoloske principe iz
oblasti interakcije covek-racunar i spustanje velikog dela
implementacije na nivo operativnog sistema. Ovakav
pristup e dovesti do potpunog agnosticizma u smislu
zavisnosti od aplikativnog nivoa trenutnih reSenja na bazi
vestacke inteligencije i masinskog ucenja.

Na osnovu rezultata implementiranog projekta H2020
NGI_Trust C.A.S.P.E.R., u ovom radu ce biti predloZen
novi smer istraZivanja ka potpunom ispitivanju i
implementaciji inicijalnih rezultata ovog EU projekta. Da
bi se ovo postiglo, saradnja dve grupe eksperata je
neophodna. Prvo su Al (Artificial Intelligence) istraZivaci
koji se bave primenom Al na razlicitim tipovima podataka:
tekst, govor i audio, kao i slika i video. Drugo su istraZivaci
u oblasti naprednih softverskih arhitektura koji bi mogli da
sprovedu  kodiranje naprednih reSenja od nivoa
operativnog sistema, preko dizajniranja sistema, pa sve do
nivoa aplikacije. Dalje, odredene karakteristike moraju
biti ugradene na nivou operativnog sistema, da bi se
odgovorilo na neadekvatne i zlonamerne sadrZaje u
realnom vremenu. U radu Cée biti razmotreno i
prilagodavanje predloZenog reSenja uredajima poput
telefona i tableta. Specificnosti mobilnih uredaja se itekako
moraju uzeti u obzir, kako u smislu metodologije
zasnovane na vestackoj inteligenciji, tako i same
implementacije resenja na nivou interakcije covek-
racunar, tj. na nivou operativnog sistema uredaja. Ovim
aspektima ée se dati poseban fokus u ovom istraZivanju i
bice prezentovane razlike u odnosu na rezultate i
arhitekture reSenja koja se predlaiu za standardne PC
racunare i laptopove.

Abstract - The latest research shows that artificial
intelligence has great potential in detecting different types
of online threats. At the same time, the solutions that are
currently implemented depend on the specific application
and cannot work at the level of the operating system. In
other words, solutions that are implemented at the user
interface level (human-computer interaction) has not yet

seen the light of day in the real world. Advances in science
in this direction can significantly contribute to the
protection of sensitive groups of users on the Internet.
Having this in mind, the authors suggest improving current
solutions by applying methodological principles from the
field of human-computer interaction and putting a large
part of the implementation to the level of the operating
system.

Based on the results of the implemented H2020 NGI_Trust
C.A.S.P.E.R project, this paper will propose a new
direction of research towards a complete examination and
implementation of the initial results of this EU project. In
order to achieve this, the cooperation of two groups of
experts is necessary. First group consists of Al (Artificial
Intelligence) researchers who apply Al to different types of
data: text, speech and audio, as well as image and video.
Second group consists of researchers in the field of
advanced software architectures who could implement the
coding of advanced solutions from the operating system
level, through system design, until the application level.
Furthermore, certain features must be built in at the
operating system level to respond to inappropriate and
malicious content in real time. Adaptation of the proposed
solution to devices such as phones and tablets will also be
discussed in the paper. The specifics of mobile devices must
be taken into account, both in terms of the methodology
based on artificial intelligence, and the implementation of
the solution at the level of human-computer interaction
(operating system level). These aspects will be given
special focus in our future research and differences will be
presented in relation to the results and solution
architectures proposed for standard PCs and laptops.

1. UvoD

Trenutna tehnoloska reSenja za zastitu dece na internetu
mogu se opisati kroz sledecih nekoliko grupa resenja:

e Softver za roditeljsku kontrolu (eng. Parental
Control Sofiware): Ovaj softver omogucava
roditeljima da prate i kontroliSu onlajn aktivnost
svoje dece, ukljucujuéi pristup odredenim veb
lokacijama, aplikacijama i onlajn uslugama.
Softver za roditeljsku kontrolu takode mozZe
ograniciti vreme koriSéenja uredaja i blokirati
pristup neodgovarajuéem sadrzaju [1]-[3].

e  Sigurno pretraZivanje (eng. Safe Search): Sigurno
pretrazivanje je funkcija dostupna na vedini
pretraZivaca koja omogucava korisnicima da
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filtriraju  eksplicitan ili sadrZaj namenjen
odraslima iz svojih rezultata pretrage [4]-[6].

Pracenje drustvenih medija (eng. Social Media
Monitoring) : Neki druStveni mediji nude funkcije
koje omogucavaju roditeljima da prate aktivnosti
svoje dece na druStvenim medijima, ukljucujudi
njihove objave, poruke i prijatelje [7]-[9].

Filtriranje sadrzaja (eng. Content Filtering): Alati
za filtriranje sadrzaja blokiraju pristup veb
lokacijama ili aplikacijama sa neodgovaraju¢im
sadrzajem, kao Sto su pornografske ili kockarske
veb stranice [10]-[12].

Obrazovni alati (eng. Educational Tools):
Obrazovni alati se mogu Koristiti za poducavanje
dece o bezbednosti, privatnosti i sigurnosti na
internetu. Ovi alati mogu biti u obliku igara, video
zapisa ili interaktivnih resursa [13]-[15].

Otkrivanje cyberbullying-a (eng. Cyberbullying
Detection): Neki programi i usluge mogu otkriti
slucajeve cyberbullying-a analiziraju¢i onlajn
aktivnost i identifikuju¢i obrasce uznemiravanja
ili agresije [16]-[18].

Roditeljske kontrole na uredajima (eng. Parental
Controls on Devices): Mnogi uredaji, ukljucujuéi
pametne telefone, tablete i igrace konzole, nude
funkcije = za  roditeljsku  kontrolu  koje
omogucavaju roditeljima da prate i kontroliSu
onlajn aktivnost svoje dece na uredaju [19]-[21].

Internet i racunarski sistemi imaju i druge ranjive grupe
korisnika poput starih ljudi, kao i §to pojedine zemlje i
regioni imaju potrebu za specificnim vidovima zastite kao
odgovor na napade koji su kontekstualno moguéi
isklju¢ivo u tim zemljama i regionima.

Trenutna reSenja imaju velika ogranicenja i fokusiraju se
na jedan tip napada i aplikacije, a gledano u odnosu na
danasnje izazove to je potpuno nedovoljno. Iz svih ovih
razloga je proizasla i motivacija autora u radu [22]. Nasa
ideja je nastavak u ovom pravcu kroz implementaciju
reSenja i inicijalizacija novog pravca buduceg istraZivanja
koji ¢e modéi da da odgovor na veoma heterogene potrebe
razlicitih grupa korisnika u smislu vrste napada i vrste
uredaja gde se reSenje implementira. U ovom radu je
predloZena jedna real-time softverska arhitektura sposobna
da radi cenzuru neadekvatnog sadrZaja na delu ekrana gde
se sadrzaj nalazi, kao 1 wuvodenje jedne nove
implementacione paradigme sposobne da reaguje i na
drugim uredajima.

Nakon uvoda, drugo poglavlje se bavi HCI metodologijom
na nivou operativnog sistema. Trece poglavlje predlaze
softversku arhitekturu koja bi bila adekvatna =za
implementaciju pomenute paradigme na razliCitim
hardverskim uredajima, uz diskusije sa stanoviSta razli¢itih
aspekata i problema koji se mogu javiti u implementaciji.
Finalno cetvrto poglavlje je zakljucak.
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2. HCI METODOLOGIJA - NIVO OPERATIVNOG

SISTEMA

Rad u okviru evropskih projekata NGI Trust C.A.S.P.E.R
and NGI Trust C.A.S.P.E.R 2.0 doneo je od inicijalne
verifikacije koncepta publikovane u radu [22]. Koncept se
sastoji u spustanju analize na nivo operativnog sistema i
pracenje neadekvatnog sadrzaja i reakciju na njega na
nivou korisni¢kog interfejsa. Ovakva arhitektura je
potpuno aplikativno nezavisna. Rad [22] predstavlja prvi
rezultat i uvodenje aplikativnog agnosticizma u smislu
reSavanja problema zastite dece na internetu od razlicitih
vrsta napada kroz tekstualne, audio i video sadrZaje.
Resenje koje je testirano na laboratorijskom nivou,
predlaZe odvojeno tretiranje vizualnog, tekstualnog i audio
sadrzaja. Ideja ovog rada je i da da uvid u najznacajnije
algoritme u smislu tretmana ovih vrsta sadZaja. Njih
dajemo kroz zasebna podpoglavlja u okviru ovog
poglavlja.

2.1. Analiza slika

Gruba podela metoda za obradu slika sa pornografskim
sadrzajem je na: metode zasnovane na karakteristikama
(feature-based), metode zasnovane na regijama (region-
based) i metode zasnovane na delovima tela (body part-
based).

Metode zasnovane na karakteristikama izdvajaju obeleZja
sa slika kori§¢enjem vizuelnog govora, ili koris¢enjem
konvolucionih neuralnih mreza (Convolutional Neural
Networks - CNN). Prvi pristup je jednostavniji i manje
kompleksan od CNN, ali je osetljiv na promene poza,
promene scene, ili skaliranje slike.

Metode zasnovane na regijama zasnivaju se na detekciji
regije od interesa (Regions of Interest - ROI) najéesce
pomocu detekcije piksela u boji koZe. Na taj nacin se
izbegava osetljivost na promenu pozadine, kao §to je u
prethodnom metodu slucaj, ali je nedostatak to §to se nista
osim regiona u boji koZe ne uzima u razmatranje.

I poslednji tip su metode zasnovane na delovima tela. Kod
ovih metoda prvo se izdvajaju unapred definisana obelezja
koja opisuju pornografski sadrzaj, kao Sto su grudi, pupak,
zadnjica, a nakon toga se kao skup vektora prosleduju na
dalju Kklasifikaciju. Problem sa ovim metodama je
dvosmislenost i veliki broj 1azno pozitivnih rezultata, usled
velikih varijacija u prikazima obeleZja u trening setovima.
Brze CNN za ovu vrstu detekcije postoje, ali su ogranicene
na upotrebu samo kod ove grupe metoda.

Navedene metode se mogu koristiti i kod detekcije nasilja
nad decom, kao osetljivom grupom korisnika, tako $to bi
se prvo detektovao uopsteno pornografski sadrZaj, a nakon
toga izvrsiti procena starosti korisnika.

Detekcija maltretiranja na slikama mogu¢ je obradom
sadrzaja komentara vezanih sa neku sliku, a ne samo
obradom same slike od interesa [23]. Ispituje se i istorija
interakcije korisnika koji su postavljali komentare, kao i
broj velikih slova u komentarima. Na taj nacin se direktno
otkriva slika nasilja, ali se ne uklanja slika pre nego Sto je
Steta nacinjena oStecenoj strani.

Slike maltretiranja Cesto prikazuju poniZavajuce scene u
kojima je lice mete ubaceno u sliku preko lica Zrtve sa



originalne slike. Razliite metode za detekciju
krivotvorenih fotgrafija mogu se naci u [24], posebno za
detekciju zamene lica na slikama, kao i detekciju
pornografskog sadrzaja na slikama i u snimcima.
Najskoriji rad u kome se obraduje prepoznavanje
pornografskog sadrZaja na slikama [25] navodi tac¢nost od
97,5%, koris¢enjem modernog YOLO pristupa (You Only
Look Once) [26]. Smanjuje se broj potrebnih podprozora
za obradu, kao i broj test primera da bi se dobila robusna
ocena sadrzaja i izvrSila pouzdana klasifikacija.

Iz video snimaka se mogu uzimati kljucne slike (frames)
¢ijom obradom bi se vrsila detekcija pornografskog
sadrzaja usrednjavanjem, veéinskim “izglasavanjem”, ili
kori$¢enjem rekurentnih neuralnih mreza (Recurent Neural
Networks - RNN). Tako RNN povecavaju tacnost za 1-2%,
povecavaju i kompleksnost. Stoga se obrada svake slike iz
video zapisa moze u teoriji sprovesti, ali je racunarski
neprihvatljiva.

Da bi moglo da se radi sa ograni¢enim racunarskim
resursima potrebno je da se ispitaju kompleksnosti
dostupnih metoda za detekciju pornografskih sadrzaja. U
[25] je prikazan ponderisani model ucenja sa vise instanci
koji je u stanju da obradi 5 slika u sekundi (Frames per
Second - FPS) koris¢enjem procesora Intel Xeon E5-2630,
dok se uz dodatak grafickog procesora GeForce GTX Titan
X moZe posti¢i detekcija u relnom vremenu od 55 FPS.
Kako je potrebno obezbediti da roditeljska kontrola zastiti
decu od slanja, kao i od prijema, neorikladnog sadrzaja,
neophodno je implementirati reSenje na strani korisnika, na
neki od uredaja (tablet, mobilni telefon, racunar), ili na
korisni¢ku mreZnu opremu.

2.2. Detekcija neprikladnog audio sadrzaja

Kada je u pitanju audio sadrzaj, potrebno je izvrSiti
detekciju i blokiranje neprikladnih audio zapisa, kao $to su
na primer seksualno vriStanje i stenjanje. U istraZivanju
koje su sproveli autori rada [27] viSe stotina poZeljnih i
nepoZeljnih audio isecaka je obradeno, s ciljem da se izvrsi
klasifikacija i blokiranje onih sadrZaja koji su neprikladni.
Koris¢enjem i analizom spektograma dobijenih
Radonovom transformacijom doslo se do zakljucka da se
neprikladni pornografski audio sadrZaji mogu lako
detektovati zato Sto se znacajno razlikuju od prikladnih
audio isecaka koriS¢enih u pornografiji, kao §to su glasovi,
ili muzika. Taénost metoda opisanog u [27] je 91,25%.
Neke od najpoznatijih platformi za obradu audio zapisa su
razvijene kao komercijalni servisi, kao §to je na primer
Google Cloud Speech API (eng. Application Program
Interface), koji prepoznaje 120 razlicitih jezika i jezickih
varijanti. Neke akademske institucije razvijaju svoja
reSenja, ali naj¢eSce ne nude API pristup, iako je moguce
razviti okruZenje koje bi omogucilo koriS¢enje biblioteka
dostupnih kroz web API.

2.3. Tretiranje tekstualnog sadrzaja

Da bi se detektovao neadekvatan tekstualni sadrzaj, prvo
se radi OCR (eng. optical character recognition). Sistem
za otkrivanje teksta i opti¢ko prepoznavanje karaktera
(OCR) zasniva se jako moénom Tesseract-OCR Engine-u
koji ima podrsku za preko 100 jezika i moZe se dodatno
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obuciti i fino podesiti za dodatne jezike [28]. Slede¢i korak
je da se primeni detekcija zasnovana na veStackoj
inteligenciji. PredloZene su razlicite metode za otkrivanje
sajber napada u tekstualnim podacima (poruke, komentari,
¢lanci, blogovi, postovi, tvitovi). Vecina postojecih studija
koristi konvencionalno masinsko ucéenje ili modele
dubokog ucenja za otkrivanje incidenata sajber pretnji i
obuceni su za odredene jezike. U okviru rada [22]
predlozen je metod za detekciju viSejezi¢nog sajber
maltretiranja u tekstu pomocu KSLM-R fino podesenih
modela. Smatramo da su rezultati postignuti u ovom
referenciranom radu dobra polazna osnova, ali da
performanse nisu zadovoljavajuce (najbrzi odgovor nakon
nekoliko sekundi), da je reakcija spora i da ¢e od vida
implementacije u realan proizvod zavisiti da 1i ¢e reSenje
dobiti neku veliku upotrebnu vrednost.
3. SOFTVERSKA ARHITEKTURA RESENJA

Na slici 1 je prikazana predloZena implementaciona
arhitektura softvera koja predstavlja glavni doprinos ovog
rada.

Slika 1. PredloZena softverska arhitektura adaptabilna i za
mobilne uredaje

Prvo, jedan modul treba da se pokrece kao nit reSenja za
snimanje ekrana. Drugi modul treba implementirati kao nit
koja obraduje sliku ekran i Salje ga relevantnom
klasifikatoru za obradu slike i/ili teksta. Trece, predlaze se
modul kao nit za reakciju iliti odgovor korisni¢kog
interfejsa koji treba da se koristi za sencenje ili pokrivanje
celog ekrana ili dela ekrana.

Dodatno, za implementaciju, potrebno je da postoje dva
reda za cekanje (eng. Queue) koja se koriste za
sinhronizaciju na HCI nivou, tj. na nivou korisni¢kog
interfejsa. Prvi red se koristi za prikupljanje snimaka
ekrana, dok je drugi prikupljanje pokrivaca za neprikladan
sadrzaj koji ¢e mo¢i da prekrije deo ekrana na kome se
nalazi neadekvatan sadrZaj.

Dakle, u naSem predloZenom reSenju postoje tri glavna
modula koji mogu, ali i ne moraju da rade u tri niti. Sve niti
su radne instance (eng. Workers) koje stalno rade. Svaka
instanca se moze podeliti na viSe od jedne instance niti.
Ako dode do kasnjenja jedne radne instance, koris¢enjem
viSe niti po instanci reSenje se moZe izbalansirati i
kasnjenje ¢e biti nadoknadeno. Ovo potencijalno moZe biti



veoma vazno dostignuée koje treba eksperimentalno
potvrditi.

Takode, u predloZenoj arhitekturi postoje dva reda za
¢ekanje koji se koriste za bezbednu razmenu podataka. Prvi
red prikuplja snimke ekrana za dalju obradu dok drugi red
se koristi za prikupljanje reakcionih pokriva¢a. Ako postoji
sluéaj da hvatac ekrana i reakciona nit rade brze od obrade
slike, potrebno je dodati jo$ jednu ili vise niti za zadatke
obrade slike. Ovo je zavisno od hardvera racunara, tableta
ili mobilnog telefona, ali autori smatraju da reSenje
implementirano na ovaj nacin moZe biti inherentno i
prili¢no jednostavno prilagodivo u smislu ove zavisnosti.

Kao $to smo videli, snimak ekrana se stavlja u red. Pre
stavljanja u red, postoji provera da li postoji znacajna
razlika izmedu trenutnog i prethodnog snimka ekrana. Ovo
se mora uraditi da bi se sprecilo cuvanje u redu nekoliko
skoro istih snimaka ekrana i pokretanje nepotrebne obrade
slike koja je jako zahtevna sa stanoviSta racunarskih
resursa. Razlika izmedu dva snimka ekrana je podesiva.
Implementacija ovakve funkcije bi dala mogucnost da se
izostavi suviSno snimanje ekrana, na primer, malog
pomeranja kursora misa. Optimizacija ovog dela bi mogla
biti veoma intrigantna za R&D zajednicu. Prema naSem
istrazivanju i miSljenju, unapredenje ove funkcije je
moguée i moglo bi dodatno optimizovati HCI
metodologiju.

Snimak ekrana se mora ¢uvati u RAM memoriji i ne sme
se i¢i na interakciju sa file sistemom, jer ¢e performanse
biti znatno niZe. Glavni problem niti snimanja ekrana je
hvatanje dela ekrana reakcije Optimizacija ovoga bi bi bila
moguéa na nacin na koji bismo mogli da koristimo novu
Python VX biblioteku ili naprednim izborom nacina na koji
sen¢imo ekran u reakcijskoj niti. ReSavanje ovog problema
bi znacajno doprinelo naSem cilju da imamo potpuno
preciznu reakciju korisnickog interfejsa u realnom
vremenu na neprikladan sadrZaj.

Procesorski najzahtevniji zadatak je obrada slike. Nit za
obradu slike analizira snimak ekrana tako Sto prvo
primenjuje detekciju objekata, a zatim klasifikaciju
objekata. Za pocetak, analiza treba da se vrSi na celom
snimku ekrana iako se uocava razlika. Optimizacija niti za
obradu slike je potpuna obrada razlike dok deo ekrana za
reakciju korisnickog interfejsa ostaje takav kakav jeste.
Ovo bi se moglo uraditi ako postoji snimak ekrana bez
crno-belo prekrivenog ekrana iz razloga reakcije interfejsa
na neadekvatan sadrZzaj..

Pretprocesiranje slike se takode mora uraditi (promena
veliéine i formata) da bi se pripremila za detekciju objekata
i klasifikaciju objekata. Treba naglasiti da se dva razlicita
AI modela moraju koristi: jedan za detekciju objekata, a
drugi za klasifikaciju objekata. Na ovaj na¢in moguce je
primeniti neki od algoritama klasifikacije potencijalno
veoma prilagodiv mobilnim uredajima u kontekstu od
interesa poput Mobile Net V3.

Reakcioni modul je namenjen pokrivanju neadekvatnih
sadrzaja. Ova reakcija moZe da se sprovodi crtanjem crnih
ili belih pravougaonika ispred ovakvog sadrzaja na delu

68

ekrana. Implementiraju¢i na ovaj nacin, reSenje je potpuno
u HCI paradigmi i nezavisno je od aplikacija koje su
istovremeno aktivne na ekranu. Da bi znao koji deo ekrana
treba da bude pokriven, reSenje koristi red za ¢ekanje na
slici 1 nazvan red cenzura. PredlaZze se metodologija
direktnog pamcenja kao metodologija koja treba da se
koristi za crtanje pravougaonika cenzure. Ova
metodologija potencijalno ima najvecu brzinu reakcije.
Posto Windows kao operativni sistem sam odlucuje koji
deo ekrana da osveZi (ponovo iscrta), nije uvek moguce
ukloniti pravougaonik za osudu pre snimanja novog
snimka ekrana. Ono $to je moguce je naterati prozore da
osveze ceo ekran. Ovo je deo optimizacije koji bi takode
bio veliki pomak u odnosu na postojeée stanje.
Problemati¢no je zato $to su biblioteke za pravljenje
snimaka ekrana i crtanje ekrana najce$¢e nije direktno
povezana sa Windovs-om i stoga ne mozemo da koristimo
svu funkcionalnost koju pruza Windovs kao OS. Prema
nasem istrazivanju, to ¢e biti moguée uraditi preko druge
Python biblioteke koja komunicira direktno sa Win32 API
modulom [29].

4. ZAKLJUCAK
Kao S§to se moglo videti na osnovu dosadasnjih
istraZivanja, veStacka inteligencija ima veliki potencijal u
detekciji neadekvatnog sadrzaja na internetu. Poseban
problem je zastita osetljivih grupa korisnika. Trenutna
reSenja su na nivou aplikacije ili tretiraju samo jednu vrstu
napada/pretnji. Na nivou istraZivanja, napravljen je pomak
kroz NGI Trust Horizon 2020 C.A.S.P.E.R projekat, koji
predlaze HCI metodologiju koja bi dala detekciju/reakciju
na nivou korisnickog interfejsa. IstraZivanje je dalo
obeéavajuée rezultate, ali implementirano samo u
delovima. U ovom radu je predloZena softverska
arhitektura koja bi mogla da se koristi za implemetaciju
realnog proizvoda. Ona koristi HCI metodologiju, ali i
razmatra razne aspekte koji mogu da budu i prednosti i
izazovi u dolasku do finalnog cilja. Zbog svoje robusnosti,
modularnosti i hardverskoj prilagodivosti, predloZeno
reSenje se moZe koristiti ne samo na desktop rac¢unarima,
nego i na tabletima i mobilnim telefonima. i implementaciji
inicijalnih rezultata ovog EU projekta. Da bi se postigao
cilj dolaska do finalnog resenja koje ¢e ugledati svetlost
dana u praksi, saradnja dve grupe eksperata mora da bude
veoma intenzivna i jaka. Prvo su Al istraZivaci koji se bave
primenom Al na razli¢itim tipovima podataka, a drugo su
istraZivaci u oblasti naprednih softverskih arhitektura koji
bi mogli da sprovedu kodiranje u ovom radu predloZenog
softverskog arhitektonskog reSenja od nivoa operativnog
sistema, preko dizajniranja sistema, pa sve do nivoa
aplikacije.
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Abstract

In this research, a system that helps improve traffic flow, enhance safety, and ensure fair enforcement of
parking regulations by detecting illegally parked vehicles is proposed. The system is composed of fixed
standardized cameras with Al video analytics. Cameras need to be strategically installed at fixed locations
throughout the monitored area, such as street corners, parking lots, or key intersections, providing optimal
coverage. The Al system performs real-time analysis of the video streams with the capability to identify a
range of infractions, including vehicles parked in prohibited areas, obstructing traffic flow, or contravening
parking rules and regulations. Once a violation is confirmed by the decision- making process, the system
generates a report detailing the offense, including relevant information such as timestamp, location, and

photographic evidence.

The fixed camera model provides a cost-effective and scalable solution for parking enforcement, enabling
continuous monitoring of parking compliance in urban areas without the need for a mobile platform. Reports
generated by the system can trigger various enforcement actions, from issuing automated citations to
sending alerts to parking enforcement officers or notifying relevant authorities for further action. The authors
believe that with the current Al-based video analytics & hardware technology level, a reaction time of three

minutes can be achieved in urban conditions characteristic of a city as large as the City of Kragujevac.
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Abstract

Introductory analog electronics courses are traditionally considered among the most challenging in higher
education curricula. Students usually encounter several key new concepts and paradigms, including
incremental analysis of nonlinear electrical circuits and devices, as well as frequency domain analysis, time-
and frequency-domain duality, filters, and signal filtering in general. Laboratory exercises serve as an
indis pensable tool to practically reinforce these concepts and diminish abstract barriers faced by first-time
learners. However, they are often limited due to resource constraints. To address this challenge, a virtual
laboratory exercise has been developed. This exercise demonstrates field- effect transistor amplifier quiescent
point biasing, superimposed with a small audio signal and accompanying distortion. This implementation aims

to bridge the gap between theory and practice, thereby enhancing students' insight into analog electronics.

Implemented virtual laboratory exercises showcase (i) a common-source field- effect transistor (FET) amplifier
with purely resistive load, and (i) an RC- based first- order low- pass filter. These exercises enable the injection
of not only generic audio signals like sine or square waves, but also samples from different music genres at
the circuit input. Sound reproduction is supported for both the input and output signals. Amplitude and
frequency of an input, as well as the resistor, capacitor, supply voltage, and simple switch unified MOSFET
model values, are manually adjusted with the idea of observing the influence of gain, distortion and filtering.
This facilitates a smoother transition between theoretical concepts, which often remain vague, and the actual,

usually time-restrictive, laboratory demonstrations, thus boosting students' understanding.
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